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Identification of individual satellite signal based
on radio frequency fingerprint technology

HU Su”, MA Shang, LIN Di, WU Weiwei

(National Key Lab on Communications University of Electronic Science and Technology of China, Chengdu 611731, China)

Abstract Current research on radio frequency(RF) fingerprint recognition mainly focuses on
the communication mechanism of RF fingerprint generation and extraction, but ignores engi-
neering problems such as the efficiency of data cleaning and recognition models in practical ap-
plications. Aiming at these shortcomings, this paper analyzed the principles and methods for
extracting carrier signal information of satellite communication signals. Focusing on the field
of satellite signal recognition, This paper used the massively collected RF fingerprint data,
deeply studied the RF fingerprinting algorithm based on self-organizing neural networks, and
proposed the corresponding algorithm model. In comparison with unsupervised algorithms,
our proposed algorithm can achieve a higher clustering accuracy and lower time cost, and
could be used as the basis for the design and implementation of a satellite spectrum manage-

ment system.
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Fig. 2 Block diagram of broadband acquisition and satellite big data analysis
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Fig. 3 Overall block diagram of carrier information extraction principle
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Fig. 6 Block diagram of fine measurement of carrier parameters
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