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Dynamic spectrum allocation algorithm of UAV based on
Stackelberg game in the condition of malicious interference
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(1. The Sixty-third Research Institute, National University of Defense Technology, Nanjing 210007, China;

2. College of Communication Engineering, Army Engineering University of PLA, Nanjing 210007, China)

Abstract Aiming at the problem of dynamic spectrum allocation of unmanned aerial vehicle

(UAV) group in malicious interference scenario, a dynamic spectrum allocation model based

on

Stackelberg game was constructed. The jammer was the leader of Stackelberg game and

the UAV group was the follower of Stackelberg game. The benefit functions of different

game participants were designed. It was proved that the game had a stable Stackelberg equi-

librium solution. On the basis of this, a hierarchical dynamic spectrum allocation algorithm

was designed. When the leader used Q-learning to select the interference channel, the follo-

wer used random learning automata (SILLA) to determine the channel allocation strategy.

Simulation results showed that the proposed algorithm could obtain the optimal channel allo-

cation strategy of UAV users, effectively improved the throughput performance of UAV us-

ers and maximized benefits.
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Fig.1 Schematic diagram of network model of UAV

in the condition of malicious interference
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Fig. 2 Schematic diagram of channel model in the

condition of malicious interference
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Fig.3 The flow chart of Stackelberg game
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of malicious interference scenario

T NHLA = 53 i 400X 400 m
AU % N/ *xb 8
] HIE i E M/A 3
{51874 58 B/ MHz 6
THHLLE P, /W 5
TN P, /W 1
T ANHLEAF B{H d/m 200
T NHLIAIEEE d,., /m 50
HHEBAENE N, /dBm —90
NI B R 1B )R 4% B, /dB —30
PR BFEIEE o 2

BER QTR ) HK 0, = WA

JE o =10",z,=10"exp (—i), /N EL LR E

to =1 JEFE IR SLA % 2 5K p=0. 15,

B S8 1 ST AR AT 8 6L

5530 43 1062 L /300 2 R B 5

SR 0B 5 B . AR AR < =0, R S5
1

MEMW&%mwm:mgm:mgngﬁ@

TENHLEEHL 73 BEA5 18 - 1R 22 0d K2 200 kUG
TAHUH P oy BOAEE 1 B9 U S 3] 1, At #E
AR 0, YL W] R GEAEHS 1 A~ I 45 R Jo A
HLA T 2 23 BEARE 1A 3T T HHLR 3L LW
UG I ¢ =0 RUAH ] A4 A 2 BE AL 23 e £ 1B 2547 T
P 2 KA 17 WA AUR B8 BNSCIRES e & ik
P8 3 AT Mo . R B P SO AR %
R TF AL X R R JC AL AR D R

TE T8 HL Y 55 s 5wl b 7 A7 e 38 PR g AR A
NE fiff fr 5 i AR ECE £

1.0

50 100 150 200 250 300 350 400
It B e

B4 TANMAP2EIANHBERNEESRHERTH
Fig. 4 The change of channel allocation probability of
UAYV user 2 in the first period

AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA

—e— (it ]
S

20 25 30 35 40 45 50
I 391 %

Bs FTHNGESEHREL

Fig.5 The change of jammer channel allocation probability

Jo ANHLR P I 36 BE TG N L T 2R R T BL
WA AL . B 6.8 7 s, B 6 .G
AL PR R 2% Bl o TE A HILFE P 2 356 0% 18
T34, {2 Bl & T AL P T 8] 58—
JE e i 25 4 25 v 2% . o TS AN HLH R R
FEAE LR T, Yo R R, {538 T 3
PR & NI N DR SN A N I LN
HTHAL R84, T AP P Bl es T
B WK, THRALTI B, I AW 32 % &
R AL IR )| S R ERCTN 2 W WG| B ¥
K WX TE AL PR35 1 5% i 3

R T PEAR A SCRT $ 55 1 M RE L oF H 5 BE AL
Sy LA T T P L AT LB, A B BL 43 BE
Bk LA TC L RE B 43 B A G B2 A SR



5% 1 e LA R T AL T A A R A TE L 8l 2545 23 TR 79

Ja il A 500 LR O EA B . T LHE
& BVAAFAE T PEL. T2 JE AHLH PR B SLA
LR EEA . TEARME 8 R, A3
JIr P AL VEREOL T BE ML > BE B 3k, 25 TR T4
DULPERE . X 2 iy T A SCBT 4 53k Xk B A HLH
PEAT G BEE A5 38 73 e - d KR B A0 T
SEAFE T PU AR 10 BE AL 23 BE 5% B LA L
il SR 24T GRS B A0 23 BE L P AR O MR R o
il — AR A7 fe i, O PR RE B 22 . B T LK
B o 3 A 28 R S0 A SO £ 5 1k 1 R R
TIPS RE . (FOR H fF Bk F 5
TENHU B B4R I AN 2 Bl A5 3 2R 3 K
ABRIETE X F 25 A SO i 2 8 (i {5 B
BT HUAR G 0 B 48 A %

x10°

6
—8—P=4W
—6—p=5W
i —A— P =6W

74 /bps
W
o

TENHUH R

w w W
N ~ o)
T T T

W
[
B

G
5.44 . L . )
0.2 0.3 0.4 0.5 0.6

TN Th /W

6 TANMARBKEBEANIDETW
Fig. 6 The total revenue of UAV users with the change
of UAV power

6 10°
—o— EANLII#EP,=02 W
—A— EANIIHEP,=03 W
5.9¢ —8— EAHLIIEP,=04 W
v
[=9
el
ﬁ 5.8
S
L3571
N
Sse
é q
5.5F
541
333 4 6 7

5
FOHLILZ /W

7T RANBRBRKERTHRIWIZEEZWL
Fig. 7 The total revenue of UAV users with the change

of the power of jammer

><109 A

13 —A
—O— AR FTHREIL

12 —E—BlhLE S
—A—E TRk

=}

o0

TENHUHP G /bps

4
(EBCEA 65

8 FREEMEELE

Fig. 8 Performance comparison of different algorithms

4 HRIE

To AL A5 v G fa] A7 40038 e S0 30 2 T
S BAT S 9 R 1 v AR O B R ) Bk
. UL, A EEME TEETHEAE TR
NAIUHE Bl 25 40 3% 45 ] [a) 8, 1 5%, B 0 I AL E
ZEBTHRMG S WET DR KRS B S
PSRRI o 2R AR . E B H A7 AE SE i J5 452
T 2B AW o WO S L % o B A
R Q2 G REA L BRI H R A SLA 7
PR . (FESR R, TR0 DU 2K
B AN T, S B ALk 28 B kA, 4R
FH Ak E .

2 % x W

[1] GUPTA L, JAIN R, VASZKUN G. Survey of impor-
tant issues in UAV communication networks [ ] .
IEEE Communications Surveys & Tutorials, 2015, 18
(2): 1123-1152.

[2] WUQ, XU Y, WANG J, et al. Distributed channel
selection in time-varying radio environment: interfer-
ence mitigation game with uncoupled stochastic learn-
ing[J]. IEEE Transactions on Vehicular Technology,
2013, 62(9): 4524-4538.

[3] ZHENG ], CATY, YANG W, et al. A fully distribu-
ted algorithm for dynamic channel adaptation in canon-
ical communication networks[J]. IEEE Wireless Com-
munications Letters, 2013, 2(5): 491-494.

[4] ZHENG]J, CATY, XU Y,et al. Distributed channel
selection for interference mitigation in dynamic envi-

ronment; a game-theoretic stochastic learning solution



80

fa B

PO /I3

A 2022 4

(5]

[6]

7]

(8]

[yl
2014, 63(9) . 4757-4762.
CHEN C, SONG M, XIN C S, et al. A game-theo-

IEEE Transactions on Vehicular Technology,

retical anti-jamming scheme for cognitive radio net-
works[ J]. TEEE Network, 2013, 27(3): 22-27.
YAO F, JIA L. A collaborative multi-agent reinforce-
ment learning anti-jamming algorithm in wireless net-
works[ J].
2019, 8(4): 1024-1027.

FieN 70 o0 W N o i SN T e L S s ) =3 L
T U X B e A AR LT . G AE 2 4. 2020, 41 (6) -
26-33.

FAN Chaoqgiong, ZHAO Chenglin, LI Bin. Spectrum

IEEE Wireless Communications Letters,

access optimization of interference countermeasure
based on hierarchical game in UAV network[]J]. Jour-
nal of Communication, 2020, 41 (6). 26-33. C(in
Chinese)

YAO F, JIA L, SUNY, etal. A hierarchical learning

approach to anti-jamming channel selection strategies

[9]

[10]

[11]

[12]

[J]. Wireless Networks, 2019, 25(1): 201-213.

XU Y H, WANG]J L, WU Q H, et al. Opportunistic
spectrum access in cognitive radio networks: global
optimization using local interaction games[]J]. IEEE
Journal of Selected Topics in Signal Processing, 2012,
6(2):180-194.

MONDERER D, SHAPLEY L S. Potential games
[J]. Games and Economic Behavior, 1996, 14 (1);
124-143.

HAN Z. Game theory in wireless and communication
networks[ M]. Britain: Cambridge University Press,
2012.

XU Y H, XU Y T, ANPALAGAN A. Database-as-
sisted spectrum access in dynamic networks: a distrib-
uted learning solution[ J]. IEEE Access, 2015 (3):
1071-1078.

REHRE & W



