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A word-level textual backdoor attack method based
on tampering with training data

SHAO Kun, YANG Juran”

(College of Electronic Engineering, National University of Defense Technology, Hefei 230037, China)

Abstract As a kind of insidious security threat against deep neural network models, research
on backdoor attacks has great values in the security testing of intelligent information systems.
The existing word-level backdoor attacks have two problems: Backdoor attacks do not work
well when the source labels of the poisoned training samples are consistent with the target la-
bels; The inserted triggers are context-free, so that the semantics and fluency of the original
inputs may be destroyed. To solve the above problems, a word-level text backdoor attack
method was proposed through tampering with training data. Firstly, a few training samples
were tampered by the adversarial perturbation ( AD) technique or hiding important words
(HIW) technique to make the target model learn the backdoor features more easily; Second-
ly, the sememe library was used to add highly relevant triggers to the attacked sentences.
Through extensive experiments on two benchmarks under the label-consistent condition, the

proposed attack achieved more than 90% attack success rate, and generated backdoor exam-
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ples with higher quality, which were obviously better than the baselines approach.
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Fig. 1 Sketch map of word-level text backdoor attack method based on tampering with training data
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Tab.1 Examples of adversarial texts for text classification tasks

1E% NGBS I JRIRPREE inegative  XTPLSCANRES : positive

The movie's biggest is its complete and utter (lack) dearth

of tension.

One of the (worst) seediest films of it’s genre. The only
(bright) shimmering spots were lee showing some of the
sparkle she would later bring to the time tunnel and bat-

man.
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Fon AP RIRT IE B AR 4 v B2 . s H o,
F) HE A 2 O R -
score(w,-)=oy(s)—0y(s\w’) (D
s AR s BRI 0, « score(w,) F AR s
W ow, BMEZEMEIE. WG HES 3 8L score(w ) X
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Tab.2 Examples of HIW texts for text classification tasks

1155 A5 B4 #r
This latest installment of the horror film franchise that is

(apparently) as invulnerable as its trademark villain has

arrived for an incongruous summer playoff, demonstra-
ting yet again that the era of the intelligent, well-made b

movie is long gone.

High Crimes is a cinematic misdemeanor, a routine
crime thriller remarkable (enly) for its lack of logic and
misuse of two fine actors, Morgan Freeman and Ashley

Judd.
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Tab.3 Generating examples of HIW texts(Alg. 1)

Input: JfUIR IE 8 SCAREE s UK 1.5 AR G AFE
A,y BRIEFARE, FCoORBRRUEBEI 0, (R
FRHPERXT EMRZ vy (. b ETTR.p
AL R IR A S0 S 8

Output : [ 4 A AL A S

for w; ins; and w,; JEIE & L 8liH & H B 84 do

\ow
s; = [wosrw;— s [MASK ], w, s ]

score(w;)=o0,(s;,)—o, (.\'J\mf )
end for
W iop0 — W argmax(score)
L= [wlopo s Wiopl 0 '“:l
g, =Lyl 1
for £ in range(g;) do

@ o = [ MASK]]

\‘"mpk
S = Lwos @ (lopk) — 1 ’[MASK] 5 @ (lopk)+ 1 e

If o, (.s'>wml’k ) <h, then

break
end if
end for
S = {50/"" ,s,/,--- }

~/
return S
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Tab.4 Generating post selected trigger(Alg. 2)

Input. B 5 PRI A 2R & Do OR S467 A B 815
TR D R
Output. {5 1 fil % 4%

for w; in D,,,, do

FHA o, BA MR R E BRI, I 5 HAEK 0,
end for

B e I A2 3 top— K s N'= [72,00 7o +** ]
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7. return fE % filt & 2%

= w DN =

1.3.2 AR B A

TEJG TTHRA B BE 1) 28 3 % 501 P 2l 2 i
TR P Bl i R A S T Ak e A LA R R
FEAS T AE VN R B B Ja T AR Ap . 75 fih
K i B B o w2 AR 3R AR TS I — A ik
o AR B T A A T A A TR A B B Al
SRR T o R R e ok Y S 1) ik
(b B2 4% % w, RNl A AR P REAEAS 5" E N
sP=[woswo s swiae o T A B I E B
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Tab.5 The average number of substitutes provided by

two word substitution methods

) i T 9k IMDB SST-2
[Fi] i) 3.55 3.08
S 13.92 10. 97
2 Xy
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Fig. 2 Relationship between the proportion of poisoned samples and success rate of attacks
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Tab. 6 The classification accuracy of benign models

Bl BILSTM % ACC BERT % ACC
SST-2 83.52 90. 30
IMDB 89.19 90. 76

2.5 HEXR=E

R T PEAG X CE A B CAD) R AS I e i T
T CHIW) BE AR 1 5 o5 ADYY A HIW 5 5 il
T W i 5 32 T 1 Synonym + Greedy #17
TR 5 R 8 g ml LA B, T Y
2 TR AE TP R AR AR I (R 8 R R 1 )
TR AETF AL . (HAATE RN, HIW 4
JC A RE A AE A8 03 R W B TH 2 T A O ik
A

9 IR T BUl A Y IR BR R (PPL) Fl i
AR, £ 8E 9L UM I “PPL” 4 Il
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fih A A8 N 07 3 AR AL T RARR A O R B R R

TRl B A R PP A A L AR SCHR A B T SO
fih A 5 50 0 % B A SR M RR . e oh L SOk
[ 28 ] e iy 1) 2% fsk e % B AT 25 I8 il A i 5 AT S
WS A Pt il A f AE 2 R AR R R
A B AR AT Bl B A R R H AT
P2
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Tab.7 The benign accuracy of models Infected with different proportions of poisoned samples
) , o R L
SR YRR Hd 4k B Jr vk

1% 5% 10%
Baseline 0.827 0 0.831 4 0.830 0
SST-2 Sememe—+ AD 0.825 6 0.829 4 0.823 1
Sememe+ HIW 0.829 4 0.837 2 0.8311

BiILSTM
Baseline 0.900 5 0.902 7 0.903 0
IMDB Sememe—+ AD 0.903 1 0.902 6 0.903 0
Sememe+ HIW 0.900 3 0.902 6 0.891 9
Baseline 0.914 3 0.902 1 0.897 3
SST-2 Sememe—+ AD 0.895 7 0.902 8 0.894 6
Sememe+ HIW 0.910 5 0.910 5 0.895 1
BERT
Baseline 0.910 1 0.909 9 0.909 8
IMDB Sememe—+ AD 0.909 3 0.900 1 0.908 6
Sememe+ HIW 0.911 1 0.910 0 0.901 5
x8 MHMHEANMEHEZRAFEAIANRE
Tab.8 Quality of adversarial samples and hidden important word samples
SST-2 IMDB
Bl Y A5 Y PR A T
%M PPL %M PPL

Synonym-+ Greedy 10. 25 317.27 6.47 115. 31

BiLSTM AD 9. 06 276.53 3.71 88.98

HIW 8. 65 207. 09 2.00 84. 80

Synonym -+ Greedy 8.51 316. 30 4.49 98. 60

BERT AD 8.24 289. 94 3.69 90. 74

HIW 7.29 204.53 1.52 77.04

2.6 fmEESH

MG 1T B A 90 Y0 L A I il R R
Xof A RN o 1 Al B AR A 28 R A 1 52 e 4 [
3TN o B AR AR DN AL B A 5 ] R R A il & A
FERCHE 45 BT R N 1Y D7 e, AL 3 AT
PLE Hi . fil & &% comparatively X} 32 &% 4t 5 A 1)
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