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Binary software vulnerability detection method based
on composite neural network

Wu Bo, Shen Xuan™, Geng Junfeng, Liu Bo

(College of Information and Communication, National University of Defense Technology, Wuhan 430030, China)

Abstract Both traditional neural network models and graph neural network models have been
validated as effective methods in the field of software vulnerability detection, but most of the
current solutions are aimed at source code for vulnerability detection, and relatively little re-
search has been conducted on applying neural network models directly to binary software for
vulnerability detection, especially graph neural networks for binary software vulnerability de-
tection is lacking. In order to fully investigate the effectiveness of neural network models in
binary software vulnerability detection, this paper proposed a composite neural network based
binary software vulnerability detection method. Firstly, the binary code was vectorised into a
graph data structure that supports both traditional neural network models and graph neural

network models for training. Then, a composite neural network model that combines tradi-

Wi B E

:2022-07-28 & E HHA:2022-10-08

#IS1EE L3k, E-mail: shenxuan 08@163. com

EEEN

E&mA

s (1985—) B H b PRI L B O i R A IR TS RS AT REEC1990—) , B L BB R O I Sk R 4%
55 R5% 4 BB WE(1989—) B YRIW , W 5 5 1 o0 I 45 25 (A1 4 4x s X i (1995—) , 5, Bh BRAFF 5% 5%, iF 55 5 il oy 39
fig iz 4k

PRV [ SRRl 3L 4 9% B3 B (2019]Q-716)



58 f& B X bt £ R

2022 4

tional neural network models and graph neural network models was used to learn and validate

the graph data structure. Finally, experiments and comparative analysis were conducted on a

publicly available binary software vulnerability dataset. The experimental results show that

the method could effectively improve vulnerability detection capabilities, with significant im-

provements in performance metrics such as accuracy and precision.
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Fig. 1 Overview of binary software vulnerability mining method based on composite neural network
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Fig. 2 Illustration of the composite neural network model
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Fig. 4 The detection effect of composite neural network

and traditional neural network (NDSS18 DataSet)
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Fig. 6 The ROC_AUC curves of composite neural

network and traditional neural network
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