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Abstract To increase the accuracy of vulnerability analysis of Internet of Things (IoT) device
firmware, an in-depth analysis of more than 50 IoT device firmware vulnerabilities of the
MIPS architecture was performed, and a firmware vulnerability analysis combining dynamic
and static method based on guided fuzzing was proposed. All the function information in the
firmware program was obtained, and the dangerous code area was located according to func-
tion call graph of data introducing function and dangerous function. The detailed control flow
diagram of dangerous code area was used to calculate the distance from the basic block to vul-
nerability trigger function, and the seed energy was dynamically adjused to achieve the guided
fuzzing of the vulnerability trigger function. The DirFirmFuzz, a firmware vulnerability anal-
ysis system for IoT devices based on MIPS architecture was designed and implemented. The

experimental results showed that comparing with the existing methods, the false alarm rate
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of system vulnerability analysis could be reduced by 73. 31% on average, and the average

speed of DirFirmFuzz to reach the vulnerability trigger function was 1. 1~7 times faster than

that of the existing tools. At the same time, during the real world testing, 12 0-day vulnera-

bilities from multiple vendors such as D-Link and Cisco were discovered, and all of them have

been reported to relevant vendors for patching.
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Fig. 1 Overview of the firmware vulnerability analysis method

2.1 ETERHEFHREENRREXEEMT X
i 1 3 M 50 A& ToT il 4 Ui i ) A B » Ui i)
ARH T 8 B0 51 B BORT T 31 ik A R B2 1]
P O T L O LB 8 R 0 T A R R S |
N R RSCRI O 317 fik A e R L R pR RO (R —
AR BT X — AL A SO 1R T R R
P 1) A B A DX el i 25 2 07 0 » AT FE A 0
WA 2 Jros o B G g AT I A R Y AR AT AR
¥ 1) B 2 45 4 T 81 A8 SO 4 45 2 e 51 B o i

o B FE P 04 AL P 5 ek RO T L A g2 b X
i T A i A T A A R DL pR R A A
R R 50 Xk O ) R o O T R R s AR
T IR 1] o Bl 5 1A e R T R ik 2 e R ]
AT AE B A A A7 AR W 3T 50 3 Y S s
Ji - XF AR A ) BT A AR R AT A B o3 A A AR I
A B 5 1A o 0 T IR Sl e KA SRR eR B
AP T 8 2 S A ST e B30 BRI B A R R A ]
FE VR R 51 A oK ORI R fi 2 o H0RY BRI R 2



42 f& B X bt £ R

2023 4

S S NP N T I ol Rl /AN L - S B

I 2R s o e A A R A D S B A DX sl o

' [
' |
' [
' |
Bk

|

|

|

|

| —

! et B 1 A

| | ANER /@\ Vr'%‘i[ H2 | SE
| At ': =l <get cgi, sub_413C60, system> : E
L | || s T o | - o =
[ i PR 2 Vi | - - B 5 : P
: o ! | IXH
e - R R SR PR R R B — — — — — —

— b — — R G — — —

2 ERAERIEE MM EERRKE

Fig. 2 Overview of locating vulnerable code areas
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Tl ¥~ B %) B B 3% B 56 — > b AT IR )
45
2.2.1 A AR} EHIHE

SEEL S 1) 3K O BEAE T AR Al 2 U
filk 2 eRBC IR RS . B 3 AR TG R AU X s
FEARYE B TR k. B R A S AR
i X 3k DCode _area, i H & 5L A% B fF 2 {5 B 3%
D_TableD_Table, 5. A5 5 f B A0 A5 X3 1) 3
gl DCFG (B 3 55 2 17) B 45 il ik &l
R BT A R I T A R, AR (B T JE AR B
HERE 1 43 5, 0 A At i R R A B s S AR B 1 8K
i A 35 3~6 7). XTI K b T A
BEAH R LR B H bR A AR 0 T A B AR
X T4 2R PR AR AR VT B L B b ) e R AR R
BIE W% LA BB B d (block, T) , Ff A A< g
5 H 2 D_Table (B35 345 8~1817)., Bk 3
5 20~25 F AR T M A B ARIE B i 3o i F
AR T T A i A (BRI S Y g5 R AR R B
TR0 BE B AR [l

EiE 3 fa kAU XS b A M B B i

A GBS X 38, DCode_area

Bt - BEAS HeBE B A5 )8 3R D_Table

. D_Table<—¢; Paths<¢

. DCFG<CFGGenerate(DCode_area)

. for each edge in DCFG. edges do

block _outdegree=num_successnodes of block
. end for

. for each block in DCFG. blocks do

1

2

3

4

5. Weight_edge=1/block_outdegree
6

7

8

9 Paths<—all_paths(block, T)

VEARLELL 2, — R T 5 BRI A ToT V2 4 15 P 3 407 0 2 I
10. for each path in Paths do
11. tem_distance= Caculate_distance(path)
12. if tem_distance<<d (i, T) then
13. d (block, T)=tem_distance
14. end if
15. D_Table<-d(block, T)
16. end for
17. end for

18. return D_Table

19. Function Caculate_distance(bolck, path, T)

20. distance<—0

21. for each edge in path do

22. distance=distance+ Weight_edge
23. end for

24. return distance

25. end Function

B 5 T R s BB . LR S S, B bR
FEAR Y Target 24540 U i fik &2 pR 2501 SE A B
FEARYE 1 FFEA L 2 23k HARFE A B Target (1)
o B A . bR g ad I AR 2 33k H bRk
A Target BIEERA 2 55, Mt A 1 355
HAREEA B Target (%42 HA 1 4% ik & &at
FEARY 2 HIngs Zy ik 2 I I fih & R

Es5s BEFEETE
Fig.5 Graph of program path
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FE B E gAYy B . R (DX E S
oA T IRAE L S5 R AN E 6 BTUR .

TR TR AL E J L SR R AC L 7 AL H bR
A P 22 8] BT AT I A R IO v B R B AR
FEARY D B R AN

0, ifie T

d,T)={ . . (2)

min(d(;,T)), ifig T
K. d G TORRFEARG R . T £ AR
FEARAL G AR IE AR SR T H bR AR P, 9%
FEATBR RS O O, A5 ) 2 kA B i R B Oy I A i
B P B PR R . AN, BAS e 2 B H bR
AR FEARA 2 5 BB 0 2 1 5/2, e HRER
BNEY 2 AR R BEART 2 IR RS

Be6 BBMFHUETEE
Fig. 6 Graph of edge weight assignment

2.2.2 HMFEHHASHETAE
TERZS 43 BT B B R 6% 3K R A I AR 1 X JsR
T A A B B U ) ik & R 500 B S 1 L% AR A
R 3 B BE 3 s B A B 0 BT B0 L 3 5 A
AT B Y BT AT B AR e B B 2 RPE R IR
BERS AR N
DGs.T)= >, dG.T) (3)

K, DG, THRRMF s 2 i ik A R 205E A
HAET WMBEE P oo (O FRRFF s AT SR
P S ARG . d G TO SR @ W R . X Rl 7
PRE AT 0 — A B, 25500
min Dzrgi‘?[D(s,T)] (4)
maxD:measx[D(s,T)] (5)

~ D(s,T) —min D
D(s,T)= o xD—minD (6)

A.S R FES . min D FR &/ THE
®.max D FREAMFER.DG.T)RH—1k

JE R TR Delo.1],

TERORI I 42 R A, B 7 B 5 2 Ok I8 45 #p
FTASPEZESL, T BB I L8 S m
P 5 2 A 5 U T ik 2 R BGER T 1Y AT RS 1Y
1 B8 = Bk S % R AR S AR R 5 ) K
W L, 2 3k Iw Al ek B nd Ik A b wE
W=,

ARG AR F AT R r BN A, 5%
WA FREmIT A SR EE RS . BT
YRS W2 Tz oFh 7 A B X 49 5 AT Y
BB 5N R ) H Y 2 e DR
P8 46 B B A 7 BE B B9 6 T AT B & W 52 AR
BEAS & 5 110 Bl A AT e R 1) 2 0 i R i AR R R Ok
AR, P FREEAITAE AN
P@Jw:c-@i—ﬁu/m>-@——)+l)

-
YD)
A PG THRMT s BRER, REC WA
DG T RIA—LJG W FF s IBET . - AT 5
UKo FEROMIN T Bh i AT 28 1 58 Il s
D0 1L BEES Y 1 ORI ES Oy O /Y B 1 2R A5 1Y AE & A
] AR C s ERE L B POAT 58 0K 00 3 s 76 1
ik LK TR 4 R A ) N L R i EN L i L 1
TEE Y R R R T K AN (R B R Y AR
Z 18] B e it 22 S MK A, 5 i SRR 0 0 i
it DA 303 F) Bt AL 9 2 5 A D kAR DX R Y
SARIIEFvS

3 RW G

3.1 ETWHRRIEE

A SCHETF P I X %5 AFL-unicorn fy & i
B B T A T e R I 5k Y A T
AP JE A 2 45 DirFirmFuzz; 1% & 55 3 2 Y 1
S P ALHE -

D fH Angr A B £ B A5 DS 41 Y 42 16l
it & 5

2) {#i [l Python fJ networkx £3 52 B % 425
iR P A AT O R AR B B

3) i F Python & A fa B AR X 4 2 5
unicorn {j EJHIAS .

LHFRAEE ML 3 R,
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RT B R G A R R HCT MIPS 4e 4y
1) D-Link ] Ry 3 M AW 4 DEAAFRITF S
Cisco J Ry RVI10OW 15 £ [ {4 3 47 DU 3, 00 3k
[ R A2 7 A 45 heep JR 45 F2 )7 | cgl B 7 A1 2l 25 ik
e SCfF . (EAR I B AU A —FhE
FHO7 35 TR G oF Bk % b i DA AN Y 9 1 26 L A%
SRRV A s B rp s T 9 B 51 RS T
I fih %2 oA B EL LA B B B0 1 R A R R T
AR SCOy Sk AT R N . BRI R B bR A S
k4 PR,

*3 WikIHE

Tab.3 Testing environment

B HiH e B MR E B
W Ab F 2% Intel (R)Core(TM) i7-8750H@1. 90 GHz
" N 16 GB
g i 2 M. 2 NVME 512 G
Wik TR USB #% TTL RS232
#/ERY Ubuntu 16.04 LTS 64
% Angr 8.19.10. 30
1 IDA Pro Verison 7. 5. 200728
g Unicorn-Engine Version 1. 0. 2
Python2 2.7.12
gdbserver gdbserver-7. 7. 1-mipsel-mips32-vl

RS RESWER

Tab.5 Results of system analysis

Size Shrinkage Vul.
1D Program Angr SFVLocator

/kb % num
1 /bin/rc 457 306 40 86.93 4
2 /lib/librem. so 283 505 168 66.73 4
3 cgibin 156 93 38 59.14 3

httpd
530 383 75 80. 42 1
(DIR-825)

x4 WKBRFHER
Tab. 4 Details of testing target

N mE 7 i o
JH & & Wik i<y 1) K HAn 2 7
MIPS % #% /bin/rc

DIR-878 v1.12
MIPS & #s /lib/librem. so
D-Link
DIR-859 v1.05 MIPS &h#% /htdocs/cgibin

DIR-825 v2.10 MIPS #&ihi#%  /sbin/httpd

Cisco  RVIIOW v1.2.2.5 MIPS % #% httpd

3.2 EWERSM
3.2.1 R X IR E 4 R
ROBMTRE SR, NFES LR
DLE AR SO 1 A 6 AR IX 8l 6 7 3 4 i
H 1 e B A X RS i 8 Angr AT KRR BE 1 U
A B 4R R B Rl 59. 14 %, By B Al ik 5
86.93% LI T 73. 31 % . SRR AE [ F R T
W IEAETE 12 A ESE eI, ELAR A 5 7R AR SO ik
o) 5 S v, 3 3R WA SCHR M Y O 1k e 68 I IR B
AT HB R,

A N A0 A S ik AR 2R 48 B A A AR R
AR 12 A S0 X R T A SCH Y fe
Wor AR DX 3l o 7y 1k BB 8 A AN Ml o o L S [ 1
T ARG o 12 A S O O LA R Tk 6
JIE7N AL HE XF N CVE 4 5 L e T 28 79 540 5|
BRIV T R ik R R M G 2 ) R R
Distance 78 CVE g il B85 51 A & £ I 7
fih 2 RS2 1] 1) BB
3.2.2 F@X 5

SEH I 3 AV P T A T CVE Y il
YE RS 19 B bx . 4 9 ] DirFirmFuzz 1 AFL-
Unicorn Xf H A5 #2 J¢ #E 47 55 86 . 52 56 45 2R 40
FT~9 iR, Arrive 7R 5 B s I fil A& 55 B9 R
B TTE R v 28 1 s 5 20 U fik % ek £
Bt a8, Enhance S 2 3% A+, {8 & AFL-Unicorn
) TTE 5 DirFirmFuzz ) TTE 75, F /8 48 b
F AFL-Unicorn, DirFirmFuzz B 8t R4 7+ T
EZN

MNF 7~9 g Br] I FE B, DirFirmFuzz ik
2 Y I ik % oK B0 R0 7 24 3 B B AFL-Unicorn R
L1~7 5. H g CVE B 7e fé B A8 65 DX 3 A1
R 55 2 58 5 A P J A [m) BT O 7 5 9] =2 T A7 A
LR TE e 1 22 5. A8 CVE-2020-10216 42
TR e A B R, DirFirmFuzz 3 3% I 17 filh & o
¥y @ E b AFL-Unicorn T 1. 09 f%. 1&
CVE-2020-29557 F 42 124 B & & 2 2, DirFirm-
Fuzz 3|3k w4 filk % ek %5 9 B A T AFL-Uni-
corn fE BRI [A] Y 14. 14 % . K £ 5 24 K RE %
JERARE NG RE K 7T~9 Fian . SLEe gk R
it A SC Y J 3k w] AP AR i 56 [0 H A AR
Jr 4 5 0 i 0 3 1 RE A% 2 i A 0 AE B A
it DX 35 P SR 0 1A 8
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Tab. 6 Details of firmware vulnerabilities

CVE-ID

U 1 25 Y

L WNTTR

U 1) fih 2z i %

Distance

CVE-2019-8312
CVE-2019-8313
CVE-2019-8314
CVE-2019-8315
CVE-2019-8317
CVE-2019-8318
CVE-2019-8319

CVE-2019-8316

CVE-2019-20215
CVE-2019-20216
CVE-2019-20217

CVE-2020-10213

Command Injection

Command Injection

Command Injection

Command Injection

nvram_safe_get

nvram_safe_get

getenv

get_cgi

twsystem

twsystem

Ixmldbc_system

system

% 7 D-Link DIR-878 iFiAf & HHBEER
Tab.7 Coverage of vulnerability trigger function

in D-Link DIR-878

&8 DIR8SY FmiRMAERHEESFR

Tab.8 Coverage of vulnerability trigger function

in D-Link DIR-859

CVE-ID TH TTE/s Arrive Enhance CVE-ID TH TTE/s Arrive Enhance
s ~ - DirFirmFuzz 45 2 —
CVE-2019-8312 DirFirmFuzz 25 2 CVE-2019-20215 '
’ ‘ AFL-Unicorn 98 2 3.92 AFL-Unicorn 67 2 1.48
CVE-2019-20216 DirFirmFuzz 51 4 —
"VE-2019-20
DirFirmFuzz 14 1 — “Uni
CVE-2019-8313 AFL-Unicorn 88 4 1.72
AFL-Unicorn 47 1 3.35 .
DirFirmFuzz 42 2 —
CVE-2019-20217
AFL-Unicorn 89 1 2.11
CVE-2019-831 DirFirmFuzz 23 2 —
"VE-2019-8314 A _
T DirFirmFuzz 53 4
AFL-Unicorn 46 2 2.00 CVE-2019-17621
AFL-Unicorn 301 3 5.67
CVE.-2019-831 DirFirmFuzz 52 5
"VE-2019-8315 . - N " N
AFL-Unicorn 215 2 4.13 # 9 D-Link DIR-825 i ifl il & & 81 B & 15
Tab.9 Coverage of vulnerability trigger function
DirFirmFuzz 31 3 in D-Link DIR-825
CVE-2019-8316
AFL-Unicorn 104 1 3.35
CVE-ID THE TTE/s Arrive Enhance
DirFirmFuzz 49 4 DirFirmFuzz 54 5 —
CVE-2019-8317 CVE-2020-29557
AFL-Unicorn 303 3 6.18 AFL-Unicorn 382 3 7.07
CVE-2020-10216 DirFirmFuzz 385 3 —
B - “VE-2020-1¢
CVE’Z()19’8318 DlrFlrmFuzz 168 8 AFL-UniCOrn 423 3 1. 09
AFL-Unicorn 502 5 2.98
DirFirmFuzz 186 2
CVE-2020-10215
DirFirmFuzz 37 8 o AFL-Unicorn 504 2 2.70
CVE-2019-8319
AFL-Unicorn 41 4 1.10 DirFirmFuzz 47 4 —
CVE-2020-10214
AFL-Unicorn 65 3 1. 38
CVE-202130072 D EReE 76 ! - . _ DirFirmFuzz 128 2 -
AFL-Unicorn 386 3 5.07 CVE-2020-10213 .
AFL-Unicorn 206 2 1. 60
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®  DirFirmFuzz = AFL-Unicorn
= 500 |
=
=
400
g
m
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"
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CVE-2019- CVE-2019- CVE-2019- CVE-2019- CVE-2019- CVE-2019- CVE-2019- CVE-2019- CVE-2021-
8312 8313 8314 8315 8316 8317 8318 8319 30072
DIR878 CVER 45
B 7 D-Link DIR-878 i iR fit & iR B = 15 R
Fig. 7 Coverage of vulnerability trigger function in D-Link DIR-878
600 m  DirFirmFuzz =  AFL-Unicorn
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=
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i
g
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#E
200 [
X
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CVE-2020-29557 CVE-2020-10216 CVE-2020-10215 CVE-2020-10214 CVE-2020-10213
DIR825 CVEif% 5
8 D-Link DIR-859 iFiRfit & R B LB R
Fig. 8 Coverage of vulnerability trigger function in D-Link DIR-859
350 [ =  DirfFirmFuzz = AFL-Unicorn
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E -
l.lé: 200 B
m
150
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= lmll i i
0
CVE-2019-20215 CVE-2019-20216 CVE-2019-20217 CVE-2019-17621
DIR859 CVE 45
9 D-Link DIR-825 {FiEfit & R B E1H R
Fig. 9 Coverage of vulnerability trigger function in D-Link DIR-825
3.2.3 kA& crash X i (8] .
b T B 3E DirFirmFuzz BEW KU Y crash, [A] M 10~12 o] LLE WL B X 3 DMss iy 18

¥ 3 A B4 ik £ A JF ) CVE Ie i /5 8 H A CVE J i f SR AL 61 s g4 I i CVE-
b » 43 3 {8 A DirFirmFuzz #1 AFL-Unicorn %} H 2019-8313 Jwild A crash, B [A] £z 1< /) CVE-2020-
PR P #EAT SE 0, LI AE R R 10~12 FroR . 10213 48 1 808 s A kM i} crash, 7E X} CVE-
F i TTCrash #7481 W7 4 £ %L crash 1 2019-8318, CVE-2019-17621 5 CVE-2020-10213
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3k &, DirFirmFuzz R 3818 b AFL-Unicorn
S B IR T D DR T T B A S 1 X T IR
TIE Ji 22 0 32 AR ] 8 A 7 5 1 00 AR Be i AT
Xof At Y52 T IR ) e 86 AR B s 25 R AT 0 3K, A
M5 Wil LS 3 1 A A% A Y B crash 9 3 FE .

DirFirmFuzz REG5 1A BRI (8] YA crash, GE B
AR SCBCTE A T 1) [ 1 RROR0 0 3 A B g 5
ORI ML A4 R L BE 68 R BRI [ Py ARG
HA: ToT B & [ 1 i I P 2% ol X 34 ¢ s 1 A1 i
A AR B 5

% 10 D-Link DIR-878 crash fif & {5 /%

Tab. 10 Trigger results of D-Link DIR-878 crash

AFL-Unicorn DirFirmFuzz
1D Program CVE-ID Vulnerability
TTCrash/s TTCrash/s
1 /bin/rc CVE-2019-8312 Command Injection 209 123
2 /lib/librem. so CVE-2019-8313 Command Injection 115 61
3 /lib/librem. so CVE-2019-8314 Command Injection 103 69
4 /lib/librem. so CVE-2019-8315 Command Injection 480 267
5 /lib/librem. so CVE-2019-8316 Command Injection 188 135
6 /bin/rc CVE-2019-8317 Command Injection 563 352
7 /bin/rc CVE-2019-8318 Command Injection 536 670
8 /bin/rc CVE-2019-8319 Command Injection 148 78
9 /bin/prog. cgi CVE-2021-30072 Buffer overflow 600 462
% 11 D-Link DIR-859 crash fit & {&
Tab. 11 Trigger results of D-Link DIR-859 crash
AFIL-Unicorn DirFirmFuzz
1D Program CVE-ID Vulnerability
TTCrash/s TTCrash/s
1 /htdocs/cgibin CVE-2019-20215 Command Injection 123 112
2 /htdocs/cgibin CVE-2019-20216 Command Injection 166 139
3 /htdocs/cgibin CVE-2019-20217 Command Injection 144 131
4 /htdocs/cgibin CVE-2019-17621 Command Injection 354 354
& 12 D-Link DIR-825 crash fit % {§ 5
Tab. 12 Trigger results of D-Link DIR-825 crash
AFL-Unicorn DirFirmFuzz
1D Program CVE-ID Vulnerability
TTCrash/s TTCrash/s
1 /usr/sbin/anweb ~ CVE-2020-29557 Buffer overflow 610 436
2 /sbin/httpd CVE-2020-10213 Command Injection 323 808
3 /sbin/httpd CVE-2020-10214 Command Injection 1037 690
4 /sbin/httpd CVE-2020-10215 Command Injection 190 112
5 /sbin/httpd CVE-2020-10216 Command Injection 367 334

3.3 EXRREZEREIE

AT ik —2 K DirFirmFuzz 1 ) 58 , [7] B

TE B X B 52 3% & 09 T 0 20 A A R0 . AR S0 ik P
MIPS #2445 ) Cisco RV110W ¢ 4% [ {4 19 httpd
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TP R, B AR A

1) ME R H 3B Cisco RVI1OW 19 1. 2. 2.5
MRAS[E 4 RVIIOW _FW 1.2.2.5. bin,

2) i 1] Binwalk 5 [ {4 fi# Fe 5 $2& B iy
httpd F2 15 , 8 2o #2485 20 A A He 15 21 A B AL X
WL RBR B O 1 sk 2 B S A0 X A R
13 Jir 7 s 3% 13 v i e o AR X 32 2 07 15 31 1
A5 FE 51N R ECRN U T Ao % pR B B A s St
LG PREL, Address 27 f B A A5 X380 1) R 1R Hb
HE o A R 2 O N e 3 2 A S pR B Y T M
Source F/REHE 71 A REL .

% 13 Cisco RV110W httpd &5 IS & R
Tab. 13  Static analysis results of Cisco RV110W httpd

R T ik pREK
S I AR X 8k Address Source N
KREL B
sub_4242D8 0x04242D8  get cgi  sscanf 1

validate_range 0x042BOA8 get cgi  sscanf 2

guest_logout_cgi 0x04317f8  get_cgi scanf 1

gozila_cgi 0x0432b68  get_cgi  strcpy 1

apply_cgi 0x0433494  get_cgi  strcpy 1

validate_port_manage 0x0437c9c nvram_get system 2

delete_single_leases 0x0440aa8  get_cgi sprintf 1
validate_schtb 0x04508a4  get_cgi  sscanf 1
Check_TSSI 0x046c92¢  get_cgi  strepy 1
wl_validate_multi_name 0x0462d50 get cgi sprintf 1
StartContinueTx 0x046d788  get_cgi sprintf 1

ej_dump_syslog_ng 0x0478208 nvram_get sscanf 1

3) il P AL A A gdbserver, it 2
R e 6 A DX SR A Ml Bk 1 B SCER
JHRAY B AT 5T 0] 1 RS . RBGE 1
1 R SCIREE S 68 A B AR X el A7 S e A
B, A SR A 5 W BRI S IR AR Ak 24 /)
f 30 5% 5 R SEH AP BME . 7RO it A v,
X e 1 URGA B U IR fish 2 ok R B R TR]RIER 1R AR
H AL crash (A Bf 8] HEA7 10 5%, 800 5% 45 A 24 R
14, R time to target FoR A 1 K E A i i
fith 2 oK KR I ], time to crash R85 1 ™ A=
crash RYMF[A] . W5 14 BEFR LR P 12 g
B A A X I8t A guest _logout _cgi 74 T
crash, X 32 e B A8 A% DX v i — DR i ik
RS 1= A crash B B[R] E47 10 3%, % K1)
time to crash & 652 s,

% 14 Cisco RV110W httpd 5[5 =X &4 i 53 47 45 R
Tab. 14 Results of Cisco RV110W httpd directed fuzzing

T T S
KK target/s crash/h
1 sub_4242D8 sscanf 430 =>24
2 validate_range sscanf 576 >24
3 guest_logout_cgi scanf 333 0.17(612 )
4 gozila_cgi strepy 640 >24
5 apply_cgi strepy 603 >24
6  validate port manage system 343 >24
7 delete_single_leases  sprintf 227 >24
8 validate_schtb sscanf 337 >24
9 validate_schtb strepy 184 >24
10 wl_validate_multi name sprintf 338 >24
11 StartContinueTx sprint{ 175 >24
12 ej_dump_syslog ng sscanf 195 >24

4) X guest_logout_cgi A&H I 2t i 7 vpr > A=

(1) crash i — 25 43 #r , 306 1] [& 4 2 ¥ htepd, F] H]

IDA Pro7. 5 i 4 B AR5 X 45 2 i1k J5 1 th 1%
S E 10 iR .

M 10 AT LAE o 77 4 crash B 5 A J2& D5

047 19 B4l 51 A bR E get _cgi 3K AR 3 B A

submit_button, 7EWif§ /£ 55 12 17 1 HIWr 45144 )5 - 18

FIEE 15 17 19 U T fok & eR %L sscanf B filk & 11

crash,

int guest_logout_cgi({

char buf2 [64];
+ char bufl [68];

char* cip = get_cgi("cip™);

char* cmac = get_cgi("cmac");

//¥ER5| N figet_cgi

//submi t_buttonZE & Zidid 4 BIRE

char* submit_button = get_cgi("submit_button");

int v = strstr(submit_button, "status_guestnet.asp");
if(v != NULL){
// Wi R R sscanf
sscanf(submit_button, "%[A;];%*[A=]=%[A\n]", bufl, buf2);

& 10 guest_logout_cgi &B 4> {4 ¢ K75
Fig. 10 Part of pseudocode of guest_logout_cgi

=W kB R SRS R R MIE KA
B submit_button AJ#% 2 i# /£ submit _button=

status guestnet. asp; seesion _ id =

XXXXKXXXXKXXXXXX s D FE AT 58 sscanf 5 bufl
H ) N 45 status_guestnet. asp, buf2 H1# N &



52 f& B Xt # R

2023 4

N XXXXXXXXXXXXXXXX, N WA X submit _
button P 2 HBR L 10 buf2 1 /N BR . 2 1 5
g oh X e . %R X CVE %55
CVE-2020-3223,
3.4 KA IEZE LK

Ny T a0 I S R T R ROR AR 3
{#i ] DirFirmFuzz %f MIPS 2243 ToT X 45 347 T
25 1 I A W, R B 12 A4S O-day TR L 1Y
CARE A G R I #EAT B AR . Hoh L Cisco A5 1Y
3 4~ 0-day, Netgear & %5 7 4~ 0-day, D-Link % £
2 A~ O-day . Y ¥l 28 Y A0 456 2% b DX i 3 L 21 A
H Hi 2 Mo g = s A 7 A4 048 2 4> CVE 4 %
A5 A4~ CNNVD i %5, a3 15 iR

F15 EHERRENREE

Tab. 15 Vulnerabilities with assigned number

UTRCETRS
CVE-2021-1164

I T2/ CVSS/ 4
22w X 3 9.8

Cisco
i 2 AT 7.2 CVE-2021-1360
KNTF EfE CNNVD-202007-1469
Ko IF tifE CNNVD-2020007-1471
NETGEAR  H£/AFF BEfé CNNVD-2020007-1472
RTIF ifE CNNVD-2020007-1473

KN FF G CNNVD-2020007-1474

D) Cisco | Ri% &M 2 1~ Efe CVE 45, H
th—A~ CVSS P43 9. 8, 3145 3| Cisco AR IYE
AT, CVE-2021-1164 G & 16, CVSS3. 1
PE4> 9. 8) .CVE-2021-1360 (& &, CVSS3. 1 43
7.2), IlAEAG BT

CVE-2021-1164: Cisco /N %I % il RV110W,
RV130.RV130W Fl RV215W & Hy #5 () upnp fiit
55 PR AE G2 0 X N U R b 3R TS0 A T
B A WA [ . ey 2 o] DAR R e T TR 78 R &
TR DL T a2 i 4 B e 4 45 A RR & 38 BT
R HAT (RCE) 13503 .

CVE-2021-1360: Cisco /N %I {> k. RV110W
I RV215W % #5 Web 5 B 42 118 8 4y 2
17 5 3R 53 28 1 BT A RROAS [ R ol &
AT LA A I U T A B2 A GG R AR B A 4 AL
R, ST AR AT (RCE) B SUR

2) NETGEAR |~ i % 4 : CNNVD-202007-
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