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Abstract Using friendly jamming nodes and transmitting artificial noise has been a common
method in covert communication, which can increase the uncertainty of the warden’s judg-
ment. This paper considered adding a friendly jamming node in the unmanned aerial vehicle
(UAV) communication network and transmit artificial noise to interfere with the detection of
ground monitors. The realization of wireless covert transmission between UAVs and ground
users was studied, and its effective covert performance was analyzed. The transmission power
and location deployment of two UAV were jointly optimized to maximize the covert transmis-
sion rate. Two optimization methods, particle swarm optimization (PSO) algorithm and
power position alternate iteration algorithm, were used to obtain the optimal deployment
location and power allocation scheme for UAV. Simulation results have shown that the joint

optimization scheme could significantly improve the covert transmission performance of the
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system compared to the fixed position power with only optimization benchmark scheme, and

the results obtained by the alternating iteration algorithm are superior to those by the particle

swarm optimization algorithm.
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