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Abstract Currently, there is a vast number of network assets on the Internet, and the envi-
ronment is complex and constantly changing. However, the existing evaluation metrics can-
not comprehensively assess the impact of these factors on vulnerabilities, which will affect the
accuracy of assessment results. To solve this problem, a vulnerability metric system was con-
structed for realistic network environment and applied to practical assessments. Specifically,
the basic metrics of the common vulnerability scoring system were used as static metrics and
pre-trained models were applied to automatically evaluate the static scores of vulnerability de-
scription texts. Meanwhile, asset and environmental factors were used as dynamic metrics
and the method of analytic hierarchy process was used to calculate the weight of each metric
and construct an evaluation equation. Based on the data calculated by the network space re-

source mapping platform for dynamic scoring and static scores, the vulnerability hazard score
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was obtained . The proposed vulnerability assessment metric system for realistic network en-

vironments and the vulnerability assessment method based on network space resource map-

ping platform data can accurately assess the true hazard of vulnerabilities and have high accu-

racy. high speed and good application value as well.
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Fig.1 Metric selection process
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Fig. 2 Distribution of assets affected by vulnerabilities

in the cyberspace resource mapping platform
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Fig.3 Distribution of important assets affected by

vulnerabilities in the cyberspace resource mapping platform
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vulnerabilities in the cyberspace resource mapping platform
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Fig. 5 Model framework of vulnerability hazard level prediction
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Fig. 6 Prediction model of the output layer structure of vulnerability hazard level
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Tab.2 Comparison of results with similar studies

Ik R 3R U Ak An (%) Ppo(%) Ry (%) F (%)
Fuzzy system 88. 37 / / /
CHR[34 ] -390 SC Y A5 %
[34] e s Decision Tree 79.12 75.54 71.26 73.02
Neural Network 78. 26 73.59 70. 24 71.68
k(23 SRS 1) 3 4
k(23] i i SVM 79.53 78. 49 68. 21 71.50
Cik[35] A CNN 72. 50 / / /
CHR[36] FRAE 1] 4 PCA+XGBOOST 92. 38 / / /
Xiikl[21] ) A 1-layer CNN 81. 60 81. 80 81.50 81. 60
XGBoost 87.30 / / /
CNN 92.04 / / /
SCHRL37 ] SR LSTM 93.73 / / /
TextRCNN 93. 95 / / /
HEAT B B i 04 8 AL AR Linear 90. 64 91.92 91. 92 91. 83
A AR Y il G B L 45 B AR A A AR Linear 92. 80 88. 32 87.26 87.07
LA R e 3 RV S 5 114 g R AR 7Y Linear 96. 62 97.11 97.06 97.05
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Tab.3 The elements included in the AHP model

ik 2 4 i 2 iRy EiR AN IR
Cyy i) & I £ (ND /AHAR R 2% (A) /A HL (L) /1 31 (P)
C, Wi 2 2= % (L) /7 (HD
Cyy Pris FiAl TE (N /K (L) /755 (HD
C1 a2 Yl
S Cy APz HE T (ND /21 (R)
(B) Cys T REW W /EEHO
Cis PR% M T (N /& (L) /& (H)
B et C.y SERME J (N /(L) /5 CFD
gk
A Cys AT JC(ND /MK (L) /755 (HD
Cyy Z MG 7= (L) /M /£ (G)
LA Co 2 W T T Y™ F(ND /7 (L) /14 (M) / £ (G
B,
(B.) Cys Z R KBRS TE(ND /B (L) /H 5 (M) /% (G)
R85 2 B Cay AR 12 32 T (N)/FEAE POC(P) /FE4E EXP(E) /A T2 (T)
By Cyy R AN T 1 280 TN /1B RN T CT) /5 4N T (O)
2.4.2.2 B3 ) T B UMK A, R AT A 2 Y R W, S s A H

KB A AT 0 IR L ZX %29 AUOraUA il 7 R &R WA . Hrh L — B AR
TRARAOIEAG SR . 0 L B FIW R B, 4T — AR TR W — B g e . mT LA Ak b
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Fig.7 Normalized vulnerability damage rating distribution
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Tab. 4 Vulnerability hazard level table

Wi fEESY M WREESY HIHILOD
0~0.25 ik fe 19. 02
0.25~0.45 1 40. 03
0.45~0. 60 G 25.49
0.60~1.00 HE 15.46
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3.1 HEEIKE

HHE ) AR BCEE T AE Y I 45 28 [R) R I 42
5% F G T K E 0% ™, i 2 2022
10 H 16 HL. B A ML P 1 239 202 060 %%,
T A X 30 B 7 AT A AR K I I 45 A (Y
GARDLIF AR, o A 841 781 45 B8 P A AE
O 4 5% 19 U 1 L 1 L X 2 % R rh s oy — R R T
FEEATWGE =, T LeMH R, X BT k%
AR IP A AT B AT TR R T
WG E R . 7EIX 841 781 S AEAE I IR Y ¥E
W R SCHEELT 10 AN U TR AT S 43 AT, X 2 U
T R FE ARG ERE, £55HT
T2 Y 1] 14 A OC B AR S B S T TR 2 AL LCVSS
Wor BGEE 22 R bR . 38 65X 2 g I E AT
TR A 5T, 0T DLW G5 T i U R Y fE R B
M), 3 7T A B 6T 1 b ) T T B Y SR RN 4
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Tab.5 Real vulnerability data information

CVE ID CVSS 3.1 435 Cy Co Cy Cs, Cy
CVE-2021-26723 6.1 52 173 37 026 47 124 1E POC JTANT
CVE-2021-26855 9.8 102 663 15 147 82 467 17 EXP HITHT
CVE-2020-3452 7.5 84 150 6732 0 i 7E EXP BHAT
CVE-2021-26084 9.8 26 928 3 366 21 879 FE1E EXP EIAT
CVE-2021-21972 9.8 38 709 1683 33 660 E1E EXP HHAT
CVE-2019-9670 9.8 40 392 0 38 527 18 POC BHAT
CVE-2021-43798 7.5 11 781 0 11 781 TE7E EXP TIAT
CVE-2020-13942 9.8 5 049 0 5 049 i 7 EXP HITHT
CVE-2021-22986 9.8 3 366 0 3 366 F1E EXP BT
CVE-2020-10148 9.8 1683 0 1683 7 EXP BHAT




1w

50

BOX P AR

2023 4F

3.2 LB

XFIT 3 AFHg A 10 A 1S U i 2 AT 52 481 oy
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T, o, 36 7 Al TR A DG TE A 98 b 019 5 A5 (E
KR T3 5, JF 4ok e k5 45 20 BUA 95 be (5%
B XPEW 2.3.1 1),
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Tab. 6 Selection of real vulnerability metric values

CVE 1D CVSS 4%t Cyy Cy, Cys Cy) Cs, PSR
CVE-2021-26723 6.1 % % £4 fF7E POC X e
CVE-2021-26855 9.8 B4 £ % A7 EXP BT A
CVE-2020-3452 7.5 EZ % & 7 EXP BT T
CVE-2021-26084 9.8 % H A £4 fF1E EXP BT 5 G
CVE-2021-21972 9.8 E4 A £2 e EXP BT e
CVE-2019-9670 9.8 % % % 7E POC BIANT e
CVE-2021-43798 7.5 &g P &g fE7E EXP BT s
CVE-2020-13942 9.8 4 o Hh 4 e EXP HIANT T
CVE-2021-22986 9.8 % % & e EXP BT e
CVE-2020-10148 9.8 > G U ¥ EXP BT s

RT ANFRE CVSS TR LLIER
Tab.7 Comparison between the rating of this study

and the rating of CVSS

CVE 58 CVSS NVD AL
45 PEH T4
CVE-2021-26723 6.1 i
CVE-2021-26855 9.8
CVE-2020-3452 7.5
CVE-2021-26084 9.8
CVE-2021-21972 9.8
CVE-2019-9670 9.8
CVE-2021-43798 7.5
CVE-2020-13942 9.8
CVE-2021-22986 9.8
CVE-2020-10148 9.8

M s T T L L AT 88 NVD & 1l fE
T i)+ T 52 B8 R 4 B 7 R /D HLAR D T 1
FAAEANT U 1 PF AR R RE AT T IR, T — Lk

f& ARAE W L 5 e B R £, 0 32 E AN
% 0 43 e ) V2 AT X AN T, A R T T G A )
AR T, G, CVE-2021-26723 $20 Linke-
din Oncall 35 & 48, H 1. 4. 0 fRA 17 7E 85 36 )
AL BE 2022 4FE 10 A 5 H. &0l LIS 5|
)% 5 W 98 7= AT 52 173 A4S % 5% Wi 5 2 W 75 A
37 026 >, 2 CHCBE P2 A 47 124 4>, BRI
T ) X6 B T8 7 3 R e R 0N H 28 U R 5 e 4
D) 3% 7 i R B — o R R B X 4 I i R ) S T
AN, % R G S ks — s
FZEAT M % I 3 L W55 R ATl A Wl B
1) 1 A, 2 AH IO $ 5

— L6 CVSS W45 32t 1 I 1 o X 2R 52 e 4 1)
BErERGE D AR T BRI . Flan, CVE-
2020-13942 ¥ i Apache Unomi & /' 804 F & .
Apache Unomi 1. 5. 2 Z A B A A7 7€ 1 A U i
BE 2022410 H 5 H,F G 0] LI 2 #3252 0
PR 5 049 A HAW REZAT L, %= A
ik, R Apache B J7 38 & A T &k % b s ) (4 4
T o BRI TR R B A B G A G L H
A 5 ) 1 4 D % 7 i A b HLBE AN (B BT LA
RAF T AR U IR K
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