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Abstract With the continuous acceleration of the intelligent process, the artificial intelligence
technology represented by deep learning is continuously developed. Deep learning has been
widely used in many areas, and the security problems have been gradually exposed. Ordinary
users often struggle to support the large amount of data and work that are required to learn,
and have to seek third-party help instead. In this case, the deep learning model is faced with
serious security problems because of the loss of regulation. And the deep learning model will
be threatened by the backdoor attack in the whole period, so that the deep learning model
shows great vulnerability and seriously affects the application of artificial intelligence securi-
ty. In this paper, from the requirements of the deep learning model, the training data, the
model structure and the supporting platform can be the medium of the backdoor attack, and

the attack scheme can be divided into data poisoning, model poisoning and platform poisoning
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of the three types. The threat model and the corresponding researches were introduced, on

the basis of which, the defense measures for the existing backdoor attack were exhibited. Fi-

nally, the relevant work of our team was presented, and the outlook of the research was discussed.

Keywords

0 3

i1

Bifi 5 Bk 5 0 A Whr R R I I R R A A
fii A5 NS 20 b 717 B KE 1Y PR 85 v, B ot 4 £
T A8 b 7 VA g A RN v AR IO TR Ak A BT
MR E R EE, 2006 4F, HINTON %
BB IRE % 2] 7 (deep learning) #E & 1 3 3E A
KA EF, 2012 4E 2, B % AlexNet™ | VGG-
Net* | GoogleNet'"' | ResNet ™ 4 — 2 51| ¥ Jif 2%
> ) 4% S5 46 B T B, TR BE A ) TE T LA 0 T B
BN A B TR R R AR T N T PR R By
B, 2017 4F, Transformer #5585 ) $12 4l 75 3
FE 2 A [ ARE AL ERY LA A5 A
HA W A =@ RE J1. 2022 4F . ChatGPT %5 —
5 KRS T A A ARG B RS T IR
I Z A NS E R, 24 K1k,
TRBE 24 ) fF [ 32 3t L B DN IR
S AR AL PR B B Y A O A E) B 2
Iz BN

TR B 2 2] A5 A & — Bl o B AN 2847 A
N ke 5 ke fig o ) R AL B 2% 2T B OR, A
J2 B2 R0 i R AR B TR R A ) R A G AT
B VE— 4R 45 W0 R o 0 B L T A S e
Z D) AR 0GR PR B2 58 B B R )Z A AT R
“ELE U S AR G R A 2T IR I i A
AL S I OO M LA B L 3% AN AV 5 455 0 ) 2 4
R TRt 25 AR ) e A A A R T Bk .

() B, % R 2 > A 7Y 1k R ) k4 T D R 4
5 R ESHN U5 5T 05 R =
KW R . FERXFNIE LT LR 28 B A& R0 0l 2k
B SR IR P BRI T O, X
o g 2 2] AR I S5 fili T O = 1 79 7 A5 A8 4 B
S E LB AER S (R &
BT =T et R R =
Sl Rt 5 ol B AT IR A SR T BE
SO AR R G Bl S R IR AR B B MR S i 4
R ™ EE B . DT AR E DL AL B R R
WL HERE BRI S HE AN SGMH &%

deep learning; model security; backdoor attack and defense

B e 4 BR800 5 R WAL T 3
Toll F O K

1 E=NE

il

2020 4F, BB B A — DR A R A X
A5 VR B R 28 I 2 A DN 9 BIL 4% = ) 1) I T Bt
JRIANGS AT MOl 5 e 2 AH I R L TR
RGO AR Y AT R Rk e T B IR
2 3 BRI AR A Ay B30 A9 R TR) I B L 2k 3 T AR
B[R] 7 206 TR B 2 =) B R 1 BB 22 e E A7 T4 .
E R TR 2 2T 15 1) 2 4 gl by SR 8K
P 5 B Bk 0 X HRE AR B A R R
Tk B R R g o Y DL R R 1 e
S, H s 1 B A D A 1 TR .

B1 b B 4% o B R AR TR I 4R
(e B R U R Wi | V& e et 5 S NS A
L 7 = R I IS O (T i /0 QS G g -
TS 8 Bty DA RO Bt R AR e o 3 B kA AR A
B P o B B o L B R R O o L S IR
i 2 2% AR b 1 U B 2 o AR A A B L AR AR AR
XoF IO P AR [T 25 SR i O i DT A Y Py 1 LA
SER TS B0, DT B B Ty B A B 28 [ A IR
JE 2 SR B T . AR T o L R — Fl
Y 25 3 ek 3R OSSR B 0 A S ) A DR O
AR (1 D11 25 500 Bk 2 0 3k B0 1 1R B TR
B XTHUARAR T — b o o e I A
AR A R B B A I B A R e A R A R
Wk ik,

DL ik O AU T IR B 2 ) A
H— BB WS T B B TR 2R 2T I 2R B
(R E A Ay R . T X BRI R B Y
Jai 1735 X A5 7Y (1) 2 B0l 45 4 4 O T 2R AT B e, R
BRI 48 0 55 8 i I 3R B S OE B R AL O
So— HO B R A Ol &% 2% T ¢ B8 1 S #l A
R 117 A e i s CH AR AR 28 L i 1T 2 9
TR A R -

Fl . (x)=F_ (z)=y

., (D
F.(x) =y,



5 4-5 1)

PINVER IR , 5 TR 2 ST BEAL 42 S PE T R 45 34 95

K FCoOREFEZRF TR H WAL F, (o)
RFEF B, o ARIEEHEA, y AR IEH B
a0 =0 , MDRET K A WFEA, v, R
R HRE

TR B2 27 > B R T 75 09 S 45 25 1 T LA JH =0T
H(D,F,S)Em, Hrh,D Rl el i i 7 £ i
F R IRBE 22 A BRI 2540, S AR 3R I 25 Pl 55 1) 40 At
P& 38 IR G IR EE S S B F L, (o) =
Train(D . F,S) . #8758 B 2 > R i) 4 ] 25

LA B S 45 AR Y 1| 5 3 T 00 R0 VR AR
P AR A B AR PESR B T8 =07 R EUR T
Tty 197" A T AT RE SR T B A 0 Hls 4
Ay R 20 i I G w3 T 32 0 38 I 2 e i R R
L AT B 1 4 R o ) BRI 2R B = F 5 I 55 R
PRANA YA . X LEERY AP AR =5 i K L
B -6 #8 0] RE B Bk A T B JE 2 ) A
TIFFAEREIUEAE A B S 1] AR SO X 3 A4
Jr i gt AT Bk Oy AR B

ol e il

ot | | sow s | | sk |

R PR AL 247

L/ T

B R
= Bt

AREE 1A 1,

Ja 1B

B1 REFIEMZEHPRER

Fig. 1 Threat attack scenarios of deep learning model security
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Fig.3 Backdoor attack based on model parameter poisoning
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Fig. 4 Flow chart of the trigger performance of deep learning backdoor attacks
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