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Rapid adaption to dynamic spectrum anti-jamming approach
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Abstract Machine learning has become a mature and powerful technique and has been widely
used in the fields of wireless anti-jamming communication. Deep reinforcement learning
(DRL), one of the typical anti-jamming approaches, that enables an agent to learn an optimal
frequency-using policy by constantly interacting with dynamic and uncertain communications
environments, has been proposed as effective tools to solve the problem of dynamic spectrum
accessing. However, learning a complex task from scratch often results in poor timeliness
due to the complexity of the state space of the external electromagnetic spectrum and the vola-
tile variation for the jamming patterns, which may cause a significant decline of the learning
efficiency as well as communication performance instead. For these problems mentioned a-
bove, this paper proposes a rapid adaption to dynamic spectrum anti-jamming(DSAL) meth-

od based on deep transfer learning(DTL). Firstly, an adequately pre-trained model is estab-
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lished learned from known jamming patterns. Further, convolution neural network(CNN) is

used to extract jamming features from sensed spectrum data in real-world scenario and reu-

sing knowledge that comes from previous experience contributes to scale up priority-startup

and fast-adaption. In addition, fine-tune strategy is adopted to assist reinforcement learning

(RL) algorithm to implement the task of on-line channel accessing for anti-jamming tasks.

The simulation results show that, compared with traditional RL algorithm, our improved

method can increase the convergence speed and reach better anti-jamming performance.
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Fig. 1 System model
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Fig.2 A schematic diagram of the communication states

under the different channel selections
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Fig. 3 Flow block diagram of rapid re-adaption to dynamic spectrum anti-jamming

W 4 s WO 2 AR B J7 1 RE AR

AL 2 2T B — A BT S B G R R — A



38 f& B X bt £ R

2024 4

AR T Ak Rl {5 BT T P R 5 3 5 P g R
PR A T G AT 55, 1 R Ml U T 2 R A
A7 Al I HE B2 i 20 E A O R I R RE PR R 4
Mo AU PR8I W S AR L BN ZRT A AR
V72 AR B 5 05 125 1R RE B2 T 9 OC BE R B AT
PRI3TEA o s R e .

D el gk, BUINZRE B i A K A9 Bod
REATE DRI 0 2 A7 U 2 o 50 R B 2R P
A CRFH B — A B B B3 2k,
HER LI 5 R0 23 mI RE H B A% LS P2k D) gt
i B i P a0 o o B RE AR O 2k o iy 22

TR B

BB HIE A7 it 7F 48 50 3t b, IR A7 i R B R R AT
K s HoBj 22 2] 8] — Fh T P X, B S 25 PR AF —
HNESHER AR P, fEmFTNE =T %
AT P A — A T8 IR — 2 R R A
> Y8 I 2% L A I 45 e A A sk R 4 2 R
X kB T IR 4 B A S5 IR B bR e
) FLSEREAR B AE e D@ Sk [ H bRk 1 4%
MR AR E TP IEE . Idh D, WEER
FR 2, BT DA 1B 4 T s 05 I I 46 1) BB 4
RV E/TN I Iy Nl = R 1 A IR A€
#®.0 D, |>|D, ™,

[BlE

|
(a)

)

LN FasHia e

B4 FrR“FBUNGMAE"FEREZIER

Fig.4 Process framework of the proposed “pre-train and fine-tune” approach

2) M%ITR ., AL T — 4 BE A E L
il —— I A5 3 s, B Y 5 AR ARGE Ao ) (8 H
W IR B A BRI AS S, At AR Ak i, BSR4k
3] B R B 2 il (8 7 15 A Y B T A
WRRES — e BE R RS EHRETE W
2, KR RS 0 A B2 B S 38 T Y A A 1% BR 0 R
1) 2 B0 7 S AT PR I, i B A A S 800, SR L
FERE 1) 175 38 2 A BT T e B2 ] 5 W« o 28 56 5 s A
P D (L T, A8 R J5AT 55 B0 2 2] T P
KT B HArdk D, (LA T, /50 BARAE S, B iE
N AH T PR O . B OR U, 3 s 2k
2k Oy 32 20 2009 1 085 =8 AT DU A R —
RS B 5 U 2 00 3 e I 4% AT RS B A 3] — Fh B
THAE R (TR SR Ar o B i) 19 3 bR L i
HDHWR D> D ATk, M58 6
RS — AT Rl i TR (F 55 T
HT, 78 6] — R AE 38 ) BF Ll A 75 B 2 A 4%
Z I HE AT i CRD 3 105 U 2 g i 1 4 OR
W) o AR i K BIE fk o 22 i) DRL B3k, e
'D.|=1HD.,=D,.

3) ORG24 Y I 2 R R H—

SO FHRRAE , 5 2 00 45 B AT 55 i A 06 1 19 R
FESY . AR SO R A A T A A B T R O
TRBE P 28 W46 1 38 03 J2 < 22 (R &G ZE VI 2R A
B H R D L2 il H 4R 1E (general features) JZ,
& Ja Ay T4 B B AE (specific features) B HEfT 2
B e . BAR MU R A 45 LA
B2 H R A ()2 R RCEE ) i E AT R, BV E
B3 W 25 (AN ] B (0, @, 5000 0,) s Hop L €
{122, L} o TR AR Y A0 J2 X 30 42 )2 M 2% 2 50
ARG AL IR R R S TN Bk
JEHT— R IR BEAR S o RO B AN AT 55 G — UK

— ke UL B RBAALEARAE S, T ORIEIE a,
HWBBEIT —RE S, RG22 05 R (S, .a) .
HeAh X MDP St i 2 38 J8 A0 LA X 5« 75 T
R B, il 1% 58 DQN B 25 19 1 2% 2] & 58 Mk
TR A7 I 25, 0 4 B R 88 1 A2 B & R OF D
(S,va,sR(S,.a,) S, ) KL A A Ak 21 28 56 3 19
s 4R s e MR BB B B, WX R T
(S,.a, R(S,.a,).8, )WL REHLER.
2.2 BERKRMLE

SR AL 2 ) b B AR AR TE R E IR S R 221l AT



513

IR 5 AT R I RS o o 1Y Bl A P& e T T ik 39

AN HTRE B 2T — RS, IR Ik 2 3 5%
XF ok Y R B AR R et A BE A AR B Gk
FI) ) BV EE 22 il 5 A 55 DL K %k HE BT A R A (A
RIPAGH S R IF 8 Q HR. i ) & 24l
Fre WAERPrA 478, B/ H br i i K
F11 2 Jah > 0 W SR SR B AT R T AS 2 B B
B KA R . Q A iy 5 B AT LI &
ik
Quew (S, 5a,) < (1 —a)* Qu(S,sa,)

+a s (R(S, ,a,)Jr}’fneaAXQ(S,H sa,) ) (10)
K e e AR,

VR AER I 0 R 2 B B, 2k X A R S Y
2L S I R 2R IO A A R R Y D B AR R AL
P& . DQN & — Fols #2228 F1 Q-learning 45 &
(10 7530 L HKe IR 85 v g B 4 DR AR RS

it 25 IO 2% A G 0 2 SR AR B PR AR
(B I PAT H v B KA R B B S AR AR S R — I 1
f3fE . DQN Y52 > B A ¥ 51 i 2R B3l A Al
AR . T REAS 3 51 2 J) B8 B gl A AR T
H AN IR BT — i 32 3 7 51 B 193 08 DY O — i
R AH A ) ST A A8 Sy 7R AT R bk SR A e T
T T 55 T 2~ R i DR R

A SCHE A T AN 5 BT s B0 TR R 28 ) 2% 4
Hay o SR FH 0 SHL 1) A0 335 8 A P A 22 i IR 2 L O
TRt R . /T 2 2B T2 20 i — 4
GRZANBALZ AN, ) 2 JR R a2 M4
FIRZHICE WA 1 P, w22 0 2% i
A5 15 T 4 AT 9 SRS Al 2 2T MRS IS B3R
IO R 25 A5 8 2 % 30 A 2 A S 158 5 5 7 >4 i
TIMEX T Q k.

BRI S
256 1@
~_|®
"9
10

B 5 REMEZWNEEREIT
Fig.5 Design of network structure of DNN

PO 25 Y1l 2 i T 0 e/ T AR kAR 7 Ab ek
AR % oK RO BB B O R AU
L.(0)=Es o o [(y; —Q(S, :a,:0))"]
(D
ﬁ$y%:EW%UN&MJ+7J%§Q®WU

a,+130,00) S sa, PEER T W HbR. 0, R IRE
BRI WK WE N S8, TR
JPREL L, (0, B, B B [ E AT — AR S8
0. AT AS 245 2K ok B R B 113 A =0T
Vo L. (0,)=Eg . 5[ (RS, ,a,)

+ 7 max Q(S ,a":0,_)

a1 €4,

—Q(S,:a,:0,)) V4 Q(S,a,:60,)]
(12)
A,V FRRBREZT .

x1 REHENEERESHEER

Tab.1 Parameter configuration for each layer of DNN

LLEZSTv toen

W 2% J2 LBRESH
- ~ e 5
Rf4xX4X1
RS = 32 RelLU
[5 =r~ ﬂ;‘ft:ﬁl e
R :3X3X32
BEE 2 64 RelLU
[5 = ﬂ;‘{/t:ﬁl e
EHEEZZE 1 — 256 RelLU
EHEEE 2 — 10 RelL.U

B 19U 2 A0 Gk R Y TR JRE i Ak o ) i T 4%
ABLF A AL 1 FR.

ik 1 WA I EERATCT I
Bk

B WAL ARUE i =0 K AR UOR T B



40 f& B X ot R

2024 4

HIARL I 4 S 80 0, , F P UL 56 224 il 2 B8 400 3%
SECEWMAE S, =0 (T X N)¥E R0 1 Ik
B AL A G B 22 R 45 b T gk I G5B
AL FF IR0 25

BB 2 A

BUR 3 ARYE e DA SR BT AR (5 B PR ARAE o,

B4 IR R (S, .a,) B ET —m 24k

?§S/+1;
AERS HUR Q R HTRBIEY, L (0, I HUE
0..i=i+1;

BB 6w THAA Y, Jhse L2 4 b iy i
[ ZRRE W (0,0, 0,) (L, RAE
D A AR 3~5, BRI K 2
15 I AR5 AR B

LT HE >

YRS ik PR B R AR (R A R AR

3 TEXBEERSHN

3.1 EWiEE

Z: MRSk (19 109 B0 15 8 1 B S50 S 80, 5k
FIHK/NR 200 X 200 B9 4k 56 [ B 3 4E R A S,
B i A 3 B 2 I 4% . I [ 4 B L 000 R R 4 JR
ST BT Y R 200 ms s FH P TE B R B i
WHEAT — 5815 B A& IS B0 2% ) I At 3R
Az T 2 D R, B BR TS 5 ms, FH P AT AT LA
Ve UEAT (5 T VD B CBOR VI 1 W R 4t L
WA s P R TR AL AT A 98 20 MHz, 53
T SR ) B SR Ay BE RO 100 kHz, F P S 5 e
2 MHz, i 2 MHz, A it & £ 09 5 I 20 0 10
Ao HP TS5 B 8 0 TR 5% 0k R B
FH9=0.5. THMEN 30 dBm. ] FHIfE 5
12k 0 dBm, fi# P81 TFR SINR B g° =10 dB,
SHEYBACH T A=0.2, HELHSHK S
L2 2 .

WERE R FE T H LN ETBER o=
0. LM T y=0. 5. VI T e =1, &K
W e,0=0.05, ARG H R H Python
W, T TensorFlow W % M HESL, S5 3
1/ 11th Gen Intel(R) Core(TM) i7-1165G7 @
2.80 GHz # % GPU,NVIDIA GeForce MX450
LT S

CRUIR AR X 2 Bl — T AR L
SCIR R RN N < 31 = W R A W ) S =3
AU R AR SCHEUIN SR 2T 1 T PR X A
AR v A ) an 1 6 TR, S ECRE AR R

THMFOR S M= (1<M<10,M€Z}, T
HLAT [ = 36 $F — 2% ok [A] I 3k 48 22 4% A IR 1 S it
T 10 ASFR AR A A 9 2 MHz, iRk 2
[ JCE &, 2 #F 2 MHz; 8950+ 37T LASy b 247
BB AT AT S S AT 45 00 S AT LA
WE K 1 GHz/s 3% 500 MHz/s.

R2 FEXBRSHERE

Tab.2 Parameters setting of simulation experiment
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Fig. 6 Thermodynamic chart of comb and

sweep jamming pattern

3.2 ¥MITHERIE

R TR VEAR BT 5 R RO B S
KA — BN WS AL RE ) . 2RI 2 P —7
) TP 2 R T P GE#E 3 A FIR AR, A0 A
RO 2.10,18 MHz) FHEHH T 48 (247 88 H
AL R R 1 GHz/s) #E4T 8O 2k, [ B 76 3
SN — e B A8 R T AT 2 CRR R 4 A
JE WA BT A 4 () Fr) I i & T
VI 6] 24 30 ms) » HLiE {5 i B2 A =00 2R &
ARk

i R AR A5 AL f i 2h 5 & 1y (OF —f) %
JA AL bR 5 £ ok A et BT T PR AOCR o S A
AT XF H . AN R A Ak 2 ) R A B PR
RN B AL B 100 B, 2 T4 Bl
1100 25, B ukE i ik B B 300 25,

YN B R T e- 20K e (HIY
VEMCHR S T4 BB AR 76 & A 230 CIRAS -3 1) —



513

IR 5 AT R I RS o o 1Y Bl A P& e T T ik 41

TG G A 2Z A e 5 H At A 0 3l A A MR, B LL
—/NIEH e € (0, 1) Y ME R Bl ML 3R A H ) —
BRI S5 R ALK I W 25 5 [l B DL (1 —e) 1Y
R H D C A 256 A0 (8 B R 8 AE a0
—arg maxQ(S,.a,:0,). B 7 B T R BUAR e
BT B9 i 48 07 v5 5 506 550k Z A B9 X)L 4 B 45
BN A i B e = 0 (21 57 28 W) D e e~ 53 25 3 il
MG (e {H I\ B 5E 1YW 1 18 76 3 I 25 By B 9 18
$ TR RZE .

1.0+
0.8 F
0.6}
fu
=
X o4t
02} e S T S
e U T U
0 —————— ¢ -IUAETEPRE T TR AL
I ¢ AT T BRI
0 3 6 9 12 157102
SEIAN/C

7 MSHEER

Fig. 7 Preliminary simulation results
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Fig. 8 Simulation results freezing different CNN layers
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Fig. 9 Comparative simulation results under four experimental conditions
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Fig. 10 Evaluation indices estimating the

effectiveness of transferring
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