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An overview of radar anti-jamming technology and prospect on
intelligent jamming-countermeasure game
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Abstract The contest and confrontation of electromagnetic spectrum plays an essential role in
the future information battlefield. Radar should also develop intelligent anti-jamming tech-
niques to countermeasure the emerging agile and intelligent interference techniques. In this
paper, the recent development of radar anti-jamming technology was decomposed into three
parts: passive antagonism, active antagonism and cognitive antagonism. The representative

literature was summarized and reviewed in terms of principles, implementation, and perform-

ance. Then, the concept of our ongoing research project inducing and memorizing jammer
was introduced, enriching the connotation of intelligent radar anti-jamming. Finally, the fu-
ture technical requirements, battlefield scenarios and the development trends in this field were
analyzed, which could inspire the future development of intelligent anti-jamming technology.
Keywords radar anti-jamming; electromagnetic countermeasure; cognitive electronic war-

fare; jamming perception

Y %5 B #9:2023-08-20 &= H#:2023-10-17
BIS1EE .5k % . E-mail: zhanglei57 @mail. sysu. edu. cn
ESTH :FEARR LS EIHH (62101603, 62201623) ;7 R4 A AR L4 % BIH H (2021A1515011979)



6 f& B X ot R

2024 4

TIBTER Y b1y 18 W o G EAY A o, A
AR ST B AR o A O B0 H R AT O, BB 6%
W 5 R P SR OC B Y I R SR
9T I s R 7 B IR AR I RLCRE . L T XA Celec-
tronic counter measures, ECM) 3 AR iz i 4=,
ECM 4% J5t 42 7 B 38l 490 385 | pof 450 3 55 22 38 | 1)
585 %5 5 LR AT 1) A S8 T DA T ) G R Y
PR 8 B8 51 3 H 7R 3K 08 B ok =X Y i E
BEE ECM H A iy s & e . f7 1k il 09 26 47 2k
AR IR, BRI R G R R TR ) H T E

IS BE 5 78 I % W G B B b DR R 1 280 R
T %% 1 B 2 1052 )V AL RE L 2 25 A SR R AR
Gim et . PRI, ] A A8 BT T R 2 i A H
Tk #E E o5 IR B, )R F X B Celectronic
counter-counter measures, ECCM) 4 K 3% 2| T H{j
It R A =

B X JCUR TP ECCM # AR W 5% Iy s A& K
AR Ak A B AR L IR R P A T K %D
M C A KEOF R . T IR T30 X B E] R
THH ECCM H AR H a4 Ry 1, £ 45 8 1% &) 3
KLk HIRIE Y M H RS SRR T
YA FM T A5 7 TR I8 R F M ar 39
AL TIAF 5 A AL EA Tk B AR 81 A [H 5 R
Adhas, Hokm 25 B s s 8OdE L IX 7. W
W AR T RN R T, FE T B, B
AT XTHT 3T 31 ECCM $ AR I [ P 41 ) F 52
PO ) 2 T IR R R — B

ECM iR 5 ECCM $Z A & 1 — Xf oF F g
PR HH B2 ) A A TR R AT IE S X BT
HRIBE [ FENY L A TR A DT TR AR S A R
W R A o T2 Tt A M R T 2 R R T
15 I N B 7/ & W S A L 7 AR B 7/ D
KR TAE . b AN 55— B i 8% A 1
ECM $ AR B2k, LA 42/ oRE R 70l B AR ER 10 4R
AT BEZED K EZ D, BE&E KT
$ETE LA SR 2 ] RS R A5 5 Ak B R 1 K
TIBXS TP 09 #E 3h AR 5 4 B ik B AR ) 2
FRAD . R TE A E B & SRt
AW AR K B W fE S b By K H
T B 1 B R 38 Aok A R s L A SR R ] S A 2
b SE O Y S B sihE 5, BE 68 A RO kT IR

DRTEA . R 3 T 0I5 R A2 0 28 I % Bt
PR B ECCM H AR B e 44 9F & i ok

Wil 25 F 3K O RN O By &2 Bl R 1 1 —
# %, ECM il ECCM 2 [8] i X bt &2 80 & 24
b B B A R IR R AL Y & R A B X iE— 2B i R
T AR = R A A, DU R AR R AR E R
Rl K R Rk BT
BRIEA A E2ET A FMEH LR E
AT ALK R F A Bk o D ORI AR (i
SR i PON I e A o AN R
ZENY L BCRERR B L R R B K AR T
REfL DR RIZE A VE SR BE 1, IR IR 7R SR AR 2 A8 1)
B R FE IR S AL

AR SCE 7E 4T A PR A R BT AR
LR X T T B DL KA R B TR A B T BEE
7 RSG5 FR B . A L PR R R 1 4 R AR S
R 2 ok A %0 H T R E R RE G BT SR Y R R
RIS T AN ES R SR — T
PeictZ i T, LUAR A0 S 58 IR A3 .

1 #EEEFHES

Wt 7 PR T 5 R ) A W B R A LR i
L AT (D R i RS A o S s = S
T B P 5 L AR DX e B A A 52 T R T B9
J TR BIF 5T N BN IR B T 45 A E T B
£ o7/ R DS By 0 S o /W e s
AR 43 oA 55 T H0 R R T . R T
Ee /N B PR E B NI TRC SN E R 7 i3
iR =958 A L R 7 P o S 7 LT B w1
I8 55 It B AR R R 2 B R R S BT A
it AT LA 55 0 6 0 L 55 O B A AR S Ak B
PO S BT P . T PR 48 TR A
8 PR A 7 1o E B Ak T I R A A
BRHS5HEI AR B AR — e LX 0 2 2
ISR TR EZRMERTAE. £ TR %
WA RE H R U 23, ST 23 D JE IR+ 4L AAT I8
T 2 KA. TR PR A B A% O B
T 1 A8 BE 52 SRS 5 WA X T e SR Y v 3 T A
111 7 W 8 R VU P S S e 7/ [ D 7
I E AR BRI 96 2% 25 B AT R H G BRI RO
5. T DUV P 2R R O IR BRI A B B AR H
B o AT TR T )R A e G R K i G AR S
PO B2 o v A A o (T 11 7/



5% 2

T B RN PRI R R SRR T e 7

A EFRAIE T2 A FHEW H B
BTSSRI BEEE TGS, XEFES
38 o Fe i B0 O v T B A #E AT T HAT 0R
FURXTHU e A 2R R e k. A SCEBEEH XN TR S
T A IR 2 8] X BT R AT 5 RN A
1.1 PEEXF#H

RH ZE X 1 H0 3= 2202 38 o o i O & S5 R o) %
H MRS (5 5, Yk Bl T A RIS F REAT,
BMHLEE 2 % A o A5 0k 28, A i A5 38 2 2k
Hbrka I 68 77, 4 B RS 1 o 6 7 KT 43 ok O
Gl R 7 AN I T 7 LN D T e IR
FERAL, X 3R TG —Fer ksl
5H
](ﬂ::U(ﬂexpPqﬂ%ZnKJ&Krhh4#¢(ﬂJ

(D
AU G s M 1 iR 28 ) s o) o T3

m$®ﬁm$Jﬁyumfw+ﬁmﬁ$ﬁﬂ@

HOK I BUR e (0 R T 4 60 i
A

SR B B 688 ) St A
B 12 B 090 R O
W7 T4 40 0 I B S
P SR S Y
T4 69 50 B K | oo de g

S0 R 2 I 1) R SRR S 3 1) R RRCA R
1.2 EmiEF#t

Yo i Pk A0 2O T LA R A R R
BIEMZ T IAE T 2k 2 1K 5 H s A i - )
ARG AR B R H AR Ay B H bR, — ok
U 3 0 AT 20 O B H B TR 51
A A T 0 355 P S O O JRE SR O A A R
SRS 3 A R B A R 4 | T B 4 8 45 R AR

T

A
EAS g
RF @’@_' 4 4 Df‘ RF
HIN [y X My
EatHlE

£

H bt 51 55 15 09 B 2k B, DT 53 B8ORS 38 1Y A R
PREEFE bR E . X 3 AR [FMR E A5 T 40 00 15 S
bR RS R AE RN A 0 [ 2 80 1 AT
(78 Ja B2 S0 R LA Bl LY BRI B T
8] XF 355 B 1 R K B VA AT A AR

Wit R 1 Y A B R TR, 0 S AT A
(digital radio frequency memory, DRFM)"* 7/ (1
Lk SR TR X B RE T T — A BB
DRFM fE % PR 5 Hh 552 30 6F 85 35 & 5 0 TE 19 77 it
55k T T HRALT BOm 0 AE 5 R s S
S — gy BA R B A S, Y I RE 98 TE B
I ki s 4 A B Gk AR b R 5 0 A 25 DA AR K
ShnE H A R H bR R OO B ik . DRFM Y AR
TAE IR 1R

A DRFM T AE B 25 5 20K [ 7Y T 38
FERUFNGE 2R A0 45 [A] 8RR AF 1 452 5% & T 48 (inter-
rupted-sampling and direct repeater jamming,
ISD]) . [a] 8k K ¥ 1 & ¥ % T 4 (interrupted-sam-
pling repeater jamming, ISR]) . [A] 8k R £ 9 34 &
% % T 3 (interrupted-sampling and cyclic re-
peater jamming., ISC]) ., W& 2 Frx. HAZEAL
W5 K 25 T 4 6 B 45 0 3% 9K B (smeard spec-
trum, SMSP) T #. ISRJ.ISC] &I M #5 T R
WA, A A 0 S ke > 8 22 A R AR H B SO L 3 H
o ARG 00 3 AR A ) AT
1.3 RI5F#

RITT I (smart jamming. S]) & — Ff 3F %%
T BH 2 2 P R O AR S R AR
T DRFM RAEAE i 09 il L 38 i XA 1S 5 A
Bt AT VR ) w45 A2 DT I 08 Uk 1 g5 09 I B bR R
P AN B B EE S o S B B 1 ) B R R Ml
T H AR BT R R BCE, B A B S T
il M 75 AT R R T SR AS VT B A AR TR R 1
W% 75 T3 (smart noise jamming,SNJ)

EAR

L |
1 DRFM L{EHERERE

Fig.1 The schematic diagram of DRFM working mechanism
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Fig.2 The deception jamming types based on DRFM
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Fig. 3 The flow chart of passive interference suppression
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Fig. 4 The closed-loop cognitive radar combats the open-loop cognitive jammer
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Fig.5 The concept of inducing and memorying jammer
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Fig. 6 Interference parameter estimation
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Fig.7 Intelligent jammer model
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Fig. 8 The closed loop of inducing and memorying jammer
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