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An automatic address leakage sensitive exploit generation
method for vulnerabilities in binary programs
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2. Anhui Province Key Laboratory of Cyberspace Security Situation Awareness and Evaluation, Hefei 230037, China)

Abstract Automatic exploit generation is a critical method in evaluating the exploitability and
assessing the severity of software vulnerabilities. However, due to lack of ability in construc-
tion of address leakage events and effective runtime relocation on exploit payloads, current
methods generally fail in generating exploits adaptable to environments where the address
space layout randomization(ASILR) vulnerability mitigation option is turned on. To solve the
above problem, an automatic address leakage sensitive exploit generation method was pro-

posed for vulnerabilities in binary programs. This method is composed of 2 stages, one for
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automatic construction of vulnerable program state under complete address leakage, the other
automatic runtime environment irrelevant exploitation session generation. In the first stage,
techniques including dynamic execution monitoring, automatic address leakage sample con-
struction and address leakage guided fuzzing were employed to generate vulnerable program
state that can not only trigger all the address leakage events necessary to execute the target
payload, but also invoke some vulnerability afterwards. In the second stage, those were per-
formed including exploitable state construction, automatic exploitation template extraction
and exploit payload runtime relocation based automatic vulnerability exploitability verification
on the vulnerable program state generated by stage 1, exploitation session that can dynamical-
ly fit on the runtime environment of the target system automatically constructed. The genera-
ted session is then used to automatically evaluate the exploitability of the target vulnerabili-
ties. LeakableExp was implemeted based on the aforementioned techniques and was evaluated
on 2 test programs, 14 CTF & RHG challenges and 4 real world programs. The results of the

experiments demonstrate that LeakableExp is effective in address leakage test case generation

and exploitability evaluation for vulnerabilities under ASILR environments.
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Fig. 1 Workflow of address leakage sensitive automatic vulnerability exploitation for binary programs
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Fig. 2 Sample of address leakage state construction through transformation on overwrite condition
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7] char buffer[60];
8 gets(buffer);
9 return 0;
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(a) (b) (©)

B3 ETHMEHENMERRSEETS
Fig. 3 Sample of address leakage state construction
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Fig.5 Framework of address leakage guided fuzzing
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1 proc = P. connect()

2 solver = SMTSolver()

3 content = solver. solve(c i constrain )

4 read_offset = 0

5 write_offset = 0

6 for each I'opyyy In Tioseqs

7 if Tiopany - type == READ then

8 proc. send (content + read _ offset,

I'10Enuy - S1z€)

9 read_offset = read_offset + I gy, . size

10 else if I1ppyyy. type == WRITE then

11 (recvContent, recvlen) = proc. recv()

12 leak _entries = A g eanmas - g€t_relevant

(write_offset, recvlLen)

13 foreach entry in leak_entries:

14 (has_leak, leak_addr) = extract_
leakaddr ( recvContent, write_off-
set, recvlen,

15 entry. leakOff, entry. leak-

Len, entry. leakFmt)
16 if (1 has_leak) then
17 write _offset = write _offset
+ recvlen

18 break

19 leak_module = entry. modName

20 leak _ modbase = leak addr-

entry. modOff

21 for payload in p v [ leak_mod-
ule]:

22 payload_runtime_addr = payload. modOff +

leak_modbase

23 € amiConstraint. —  Tewrite (¢ g consuain » PaYyload.

analyisis_addr,
24 payload_runtime_addr)

25 content = solver. solve(c . consiraim )
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26 write_offset = write_offset + recvlen

27 if (proc. send _ CMD _ and _ execute ( ) = =
OK) then

28 return TRUE

29 else

30 return FALSE
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Tab.1 Benchmark programs for experiments
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R
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10 start pwnable. tw R 5 H & ASLR 53
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CVE-2017-14494 o

LIRS —HE T ASLR U W 2% fif AL
THA R B AR BN . HR 43 A8 04 T TR AT A
PRS0 IE , H A 12 2% 15 T I R R S8 e A3 B Y —
P - BVl  DUKS O A 3 00 S A B A%
2 HARFE)Y o175 3 H A R 7 76 i s 80308 It v it 6%
M) FH 28 A7 T A R R B PN ) A 0 e L B2
LTz M A5 B R Bt R AT sh A E AL B
LR AL R A HoRT A% R g H AR R I AR
T T 1) )RR 2 A b k. R SE R Y N AN A
B 1 AR R U AT R S5 b AR 23 0 4 R
X2 IR 22 YR T Gl w5 1 O IR A 8
JSC AR b, il 3 2 L AR B B e — U IR R 58
HE 7 T A BT A A E AT LA s B R

{H & question5 Hl questionl3 J& 2 4~ % 4],
question5 F2J¥ 78 18 17 W 0] 25 & 2h it 8% H F 7B )5
B A i 75 0x8c2 Ab Xof N7 AY 3z 47 I i U0 340 k-, o3

BT o | B 1208 R e A 5 L ) 36 M bl itk 8% = 4 L
DA DRI i 3 4R IBCHS T &R T 58k
Je 22 0] ) A 9 A i B2 5 question1 3 # F) A # fir
5 rk i 1 e ) A 5 0 R bk 47 T R — By,
SrAr g | EEn] DU i % I R, 42 DA 28 far b ik
AL N 25 7 55 B Ak (8] b bk AR A 5795 09 07
By R/ R 7 R DS Y g 1 o Ve

X F ER Ry A 02K 0 LeakableExp,
48 ) 23047 it A4S B, 0 A7 A A 62 1 S i T
& A sty [ e — 2D AEFF iR ASLR 2% fif
BLHN S50 /9 B A BR5E o, X e I w1 2 i 47
Hah e, SCoas RILE 2 i,

i 2 2 A] 0L, 7EBE question5.questionl3 #hM Y
18 A~ 7 B4y & M hk it &% g5 18 09 DU ik AR O b
LeakableExp 30 # 2 15 4-H4) & T b hil- ik 28 &5
4 o bk ik 5% B 2l #4382 83, 30 5 i By Hh X 4
20 DI P g 16 A o8 BT IR R AT R M A



92 f& B X ot R

2024 4

I UE , B RIR B 8000 . N TR T A B E
TR B ) question5, LeakableExp 7R A] 3 2%

Tab.2 Experimental results of vulnerability exploitability analysis

N HR B0 T R TR U A L € B ASLR JF

J& 2R AT B T R AT A O3 A
®2 WAHABSHERER

¥ 24 Bk CIR IR e vans itk 8 b bk i ik Vi 5 ) 1 R AR 1k 2% b ik 5 B
testl NG N R YA b kR B BN AR libe. so N APT ok ik
_ 1 Hb ik
s e B 3 1l 3 R 4 3 25
test2 N/ N A T B b hl TR ) Bl A A libe. so 1§ APT 55 i
probl N/ N T T ik & 2 e Ak probl WRE 0x9bl
o probl1 P 0x855
probl1 N N Hb 1l ik % 48 Ao A B libe. so By APT 5 50 i
Ptk
question5 N/ (&?;J;I;{Egg) — question5 P F% 0x8c2
. e 14 Hb 1k
questions v v ook ik % e A question8 MW 0x92d
| K - B
questionl3 NG I fr o HE 3 )
ret2libe3 N J HbhE i 5% 48 A A libc. so N APT R 0 hiE
ropasaurusrex N J bk 2R 2% A A libe. so 9 AP 8 503 ik
start N NG T 1 ik & 2% 14 % 1k 1 Ho ik
pwn-200 N/ J HbhE i 5% 48 A A B libc. so N APT pR 0 hiE
no_canary N/ N/ Hi 1l vk R 28 Aor A libe. so N APT & 50t ik
secret_of_my_heart X X — —
hacknote X X — —
babystack X X — —
zero_task X X — —
glFTPd 1. 32 N N bk Tt 5 7 Ay A libc. so P APT #ithik
wget 1,19, 1 NG NG b hl- 5 A A A libe. so N APT itk
proftpd-1. 3. 0a N N i ik i 8 A A A libe. so P APT Hihik
dnsmasq 2. 77 N N T 1 ik &2 2% 4 %% b libe. so P APT Mtk

38 o X B2 B 22 B 53 B, AR LeakableExp
53X S8 22 ) b IS B0 o3 A SOCR B9 I R 7E T

1) LeakableExp % B4 “ i i & 15 68 08 7= 1
by ik i 8 = O ik 2 T e IR ) R IR A e 4%
T 58 4 b b ik 5 Y IR R S 4 T AT A FIR S A AR
TR, BE A% 26 Wi 26 22 451 vh i B2 5 U ¥ - T
I 2 R ) % 1 ik it 5 A G Y v ) 2D B

2) LeakableExp 2 i 19 3 F iz 17 B % 17 3
A E ALY T IR AT A R B 3l 3R £ R [ LA
T 8 R P 23 B 23 05 9 L BCHE T HhORS i 4 JRC
8 1 BUER B L S5 I 5 S 2 A% 0% T T R 2
far 5 H AR R IF 217 B BR800 3l Sl B .

AL — KA T Tk A T S b i U
F A HASRE 5 I W 3 3 50 kA 4 > = EIR T
SR TR IR, EEF LI 3 ST

1) babystack F2 /7 &% — />4 i . HF
bR Z AL TE T R P B AT B R R 0 T T 2% A HIL
AR R AR B, XFE AL 09 e T R L 7
SRR AR A i R R b AR i [ I A B S
by bk i A 3 R i ) FH 28 A ) 9 B 0 R
PRy AR B rT Re IR 7 B L IR T M G BoE A
BB EE AL, YT ARG IOCTE T H Ak i R
A AL 3 RN AT i AT I 2l 2 L, IR X I
BRI A B gk BT . S5 AT DL T
ARSI S F AR MESE | 3o oAb FEAR AR A8 B A it R T
B T T AR OC N S T8 IURH L 9 il ke 7 2

2) zero_task P ¥ Ty B FH 2% 4 58 4 X BRI
5| T R 2 AT AR . LT 3k 3 bk i SR SOR
MR G T HAK 455 10 A AT B AR X ¥ i
AR S 53 A 8T AR T3 B R AR By A e A7 H 5



5% 2 £

W, 5 o — Tl 1l it 6% S0 Y — 0 ) R PR TR ) 3 Bl Ty ik 93

BERL, JFRTE T X0 0F R P i 20 Hr it 5. Rl
XA TR R R IR P SRS e T R L A
FE AT %30 Tk AT R R

3) secret_of my_heart,hacknote 2 i & FF 7
A3 IR IR 23 S0 2 1 A RS  MR daE TR R A 1 A
B 5 F I . XT3 2 b 2 80 s i 74 R, 5%
BRIV TR Y N A T A 4R A RO R A L,
F 3 A A JRE 98 7 A e E N AR S A R Y By A
S, RGEHE AR k= AT B, B
CAT A T AR SE A7 00 45 i 5 Xl = A SR
ZEH— R T .

6 ZERIF

XF A& T ASLR JFJa 4 T HAR 5 b iy
g7l G e R B el I DA E R S E ) v T e i ]
R NS ) A T A IR 1 S W o1 B N
Tk i SO A S DT SR Leakable-
Exp. 181 %) b bl 1t 82 55 15 (9 3h &5 B E sty
T8 R ik R RE ) A R0 BT AR Y e A S 48
b AE B bR T I 2 AT a] A o B i A 2
2l 5 AL L A 53 BT A e RS T IR A A8 AR
REE S S N T g, SCH 45 )RR,
LeakableExp AL AT LA H 30 4E ol 2 A i hk it 25 fig
3y ) 3 w] DL B 3l 3 & N T IS AT I ER
B2 1 R 8 ) 25 3%, AT RLA R0 T ASLR JF A
SRR A T T Y RT R TR S

& % X B

[1] AVGERINOST, CHA S K, HAO B L T, et al
AEG: automatic exploit generation [ J]. Communica-
tions of the ACM, 2014, 57(2). 74-84.

[2] HUANG S K, HUANG M H, HUANG P Y, et al.
CRAX: software crash analysis for automatic exploit
generation by modeling attacks as symbolic continua-
tions [ CJ]//Proceedings of 2012 IEEE International
Conference on Software and Reliability.
[S. 1 :s.n. |, 2012, 78-87.

[3] Rex[EB/OLJ. (2007-10-09) [2023-04-14]. https://
github. com/angr/rex.

[4] CHA SK. AVGERINOS T. REBERT A. et al. Un-
leashing mayhem on binary code[ C]//Proceedings of

Security

2012 1IEEE Symposium on Security and Privacy.

[S.L:s.n. ], 2012: 380-394.
[5] YUNTI, LEE S, XU M, et al. QSYM: a practical
Concolic execution engine tailored for hybrid fuzzing

[C]//Proceedings of the 27th USENIX Security Sym-
posium. [S. L. :s.n. ], 2018: 745-761.

L6]

7]

(8]

(9]

(10]

[11]

[12]

[13]

[14]

[16]

DE MOURA L, BJORNER N. Satisfiability modulo
theories: introduction and applications[ J]. Communi-
cations of the ACM, 2011, 54(9): 69-77.

I, RALK, REFH. BT HSMATH Return-to-dl-
resolve F| JUAC#S B 3 4 i Jr vk [T, i+ 5 HLAF 2,
2019, 46(2) . 127-132.

FANG Hao., WU Lifa, WU Zhiyong. Automatic Re-
turn-to-dl-resolve exploit generation method based on
symbolic execution[ J]. Computer Science, 2019, 46
(2): 127-132. (in Chinese)

g, B3, B kR T R I U R
HE e kD] F R MK %4, 2017(5): 14-21.
PENG Jianshan, XI Qi, WANG Qingxian. Automatic
exploitation of integer overflow vulnerabilities in bina-
ry programs[ J]. Netinfo Security, 2017 (5): 14-21.
(in Chinese)

DENG F L, WANG J, ZHANG B, et al. A pattern-
based software testing framework for exploitability
evaluation of metadata corruption vulnerabilities [ ] ].
Scientific Programming, 2020, 2020 1-21.

ZHAO Z X, WANG Y, GONG X R. HAEPG: an
automatic multi-hop exploitation generation framework
[C]//Proceedings of the 17th International Conference
on Detection of Intrusions and Malware, and Vulnera-
bility Assessment. [S. 1. :s.n. ], 2020: 89-109.
CHEN K, ZHANG C, YIN T, et al. VScape: assess-
ing and escaping virtual call protections[ C]//Proceed-
ings of the 30th USENIX Security Symposium. [S. . :
s.n. |, 2021: 1719-1736.

ER Mg, KR, BIE, A BT RS AT IR A A
S A ST BT R L) ] A HE TR R (A
RBFERD 2021, 22(3) . 82-88.

WANG Ruipeng, ZHANG Min, HUANG Hui, et al.
Research on automatic exploit generation method of for-
mat string vulnerability based on symbolic execution[]].
Journal of Air Force Engineering University ( Natural
Science Edition) , 2021, 22(3): 82-88. (in Chinese)
XYL, =k R IR R T AR (D] F S hE
WK 2, 2020,

LIU Kai. Research on exploitation method for binary
program vulnerabilities[ D]. Qingdao: Ocean Univer-
sity of China, 2020. (in Chinese)

AAFER Y. Notes on non-executable stack[ EB/OL].
(1986-09-02) [[2023-04-14]. https://web. ecs. syr.
edu/~wedu/seed/Labs_12. 04/Files/NX. pdi.
BUROW N, ZHANG X P, PAYER M. SoK: shining
light on shadow stacks[ C]//Proceedings of 2019 IEEE
Symposium on Security and Privacy. [S. 1. ]: IEEE,
2019: 985-999.

B, B, L EE WO IR R 22 i B L P A
AREALLT] FERERZEFRAAR MO, 2011, 51



94

f& B X ot R

2024 4

[17]

[18]

[19]

[20]

[21]

[22]

[23]

[24]

[25]

[26]

[27]

(10): 1274-1280.
WEI Qiang, WEI Tao, WANG Jiajie.

exploitation and exploit mitigation [ ] J.

Evolution of
Journal of

Tsinghua University(Science and Technology) . 2011,

51(10): 1274-1280. (in Chinese)

ASLR [EB/OL]. (2021-10-01)[2023-04-14]. http: //

pax. grsecurity. net/docs/aslr. txt.

Position independent executable ( PIE) performance

[EB/OL]. (1994-05-26) [ 2023-04-23 ]. https://

www. redhat. com/zh/blog/position-independent-exe-

cutable-pie-performance.

SHACHAM H. The geometry of innocent flesh on the

bone: return-into-libc without function calls (on the

x86 ) [CJ//Proceedings of the 14th ACM conference

on Computer

[S.L :s.n. ], 2007 552-561.

BELLARD F. QEMU, a fast and portable dynamic

translator[ C]//Proceedings of the Annual Conference

on USENIX Annual Technical Conference. [ S. 1. :

s.n. ], 2005 41-46.

SCHWARTZ E J, AVGERINOS T, BRUMLEY D.

All you ever wanted to know about dynamic taint anal-

and Communications  Security.

ysis and forward symbolic execution (but might have
been afraid to ask) [ C]//Proceedings of 2010 IEEE
Symposium on Security and Privacy. [ S. 1. ]: IEEE,
2010 317-331.

MHT, AL, BER. BIF AN ARBEIR. 5% K
HAHEIM. dbnt. B Tk b it 2009.

YU Jiazi,» SHI Fan, PAN Aimin. Self-cultivation of
libraries [ M .
Beijing: Publishing House of Electronics Industry,
2009. (in Chinese).

LibFuzzer [ EB/OL ].  (2004-03-13) [ 2023-04-14 ].
http://llvm. org/docs/LibFuzzer. html.

GAN S T, ZHANG C, QIN X J. et al. CollAFL:
path sensitive fuzzing[ C]//Proceedings of 2018 IEEE
Symposium on Security and Privacy. [ S. 1. ]: IEEE,
2018: 679-696.

VISHNYAKOV A V, NURMUKHAMETOV A R.

Survey of methods for automated code-reuse exploit

programmes, linker, loader and

generation[ ] ]. Programming and Computing Software,
2021, 47(4) . 271-297.

kM, HIEFE, k. SMT KR ARG R 5
HLB A58 ER, 2015, 9(7): 769-780.

JIN Jiwei, MA Feifei, ZAHNG Jian. Brief introduc-
tion to SMT solving[J]. Journal of Frontiers of Com-
puter Science and Technology, 2015, 9(7). 769-780.
(in Chinese)

WANG F, SHOSHITAISHVILI Y. Angr—the next
generation of binary analysis[ C]//Proceedings of 2017
IEEE Cybersecurity Development (SecDev). [S. 1. ]:

(28]

(29]

[30]

[31]

[32]

[33]

IEEE, 2017 8-9.

AFL [EB/OL]. (2021-01-18) [2023-04-14]. https://
lcamtuf. coredump. cx/afl/.

CHIPOUNOV V, KUZNETSOV V, CANDEA G, et
al. The S2E platform: design, implementation, and
applications[ ] ]. ACM Transactions on Computer Sys-
tems, 2012, 30(1): 1-49.

Pwntools[ EB/OL]. (2014-08-13)[2023-04-14]. ht-
tps://github. com/Gallopsled/pwntools.

Z3[ EB/OL]. (2007-10-09) [ 2023-04-14]. https://
github. com/Z3Prover/z3.

SEAN H, TOM M, DANIEL K. Automatic heap lay-
out manipulation for exploitation[ C]//Proceedings of
the 27th USENIX Security Symposium. [S. I. :s. n. ],
2018: 763-779.

WANG Y, ZHANG C, ZHAO Z X, et al. MAZE:
towards automated heap feng shui[ C]//Proceedings of
the 30th USENIX Security Symposium. [ S. I. :s. n. ],
2021: 1647-1664.

& & N
E
91987 4R P VU B 52 7 1
BRIT 40 0 10 245 % 4

E-mail : huanghuil7@nudt. edu. cn

fik R
J.1964 4EA L HfZ L R DE L S
WFSE 0 o A 5 R g2 4 S

E-mail: luyuliang@nudt. edu. cn

KELE

B ,1991 4 A {4 YRR, B 58 O ol
) 4% 22 4

E-mail: zhukailong@nudt. edu. cn

8 E

J,1976 4E 4 R Bz, BFSE 7 10 2 )
@A L

E-mail: zhaojun17@nudt. edu. cn

RERE W OA



