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A method for determining firmware code patch repair based on random walk
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Abstract Determining whether vulnerabilities in the target program have been fixed is one of
the approaches to software security detection, which can enhance the safety of the program.
A method for determining the existence of firmware patches based on random walks was pro-
posed. This method utilizes program analysis techniques to extract and analyze code features
from binary firmware functions, judging whether functions in the firmware have undergone
patch repairs, and achieving the detection of firmware vulnerability codes. The method con-
structs accompanying graphs representing the degree of code similarity between the target
function in the firmware and its corresponding vulnerability function, as well as between the
target function and the patch function. Important nodes in the accompanying graph are then
selected using a random walk approach. Based on the information from these important
nodes, it is possible to determine the similarity between the target function and both the vul-

nerability function and the patch function, enabling automated judgment on the patch repair
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status of the target function. Experimental results show that the proposed method can effi-

ciently judge the patch repair status of firmware, providing support for enhancing the security

of binary firmware.
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Fig. 1 Overall working flowchart of the system
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Tab.1 The number of firmware containing vulnerabilities
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Fig. 4 Comparison results of the functions in different firmware with vulnerable functions and patched functions
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Tab.2 Patch existence detection result
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Tab.3 Time cost of association graph construction
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Tab. 4 Time cost of random walk and important node selection
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