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Abstract Intent is the most commonly used carrier for inter-component communication in
Android applications. However, if application components handle Intent improperly, it is
very likely to cause abnormalities or even crashes. Taking the various components of Android
applications as the research object, a fuzzing method was proposed to test the robustness of
inter-component communication by constructing Intent objects. Firstly, the registration files
of application components were analyzed to extract the components and their related informa-
tion that need to be tested. Then, the APK source file was decompiled to obtain the source
code of the target component and extract additional information of Intent. Next, based on

state compression, a batch of Intent test cases for the target component were generated for
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automated testing, and the running logs of the target component were monitored to obtain

feedback on its operational status, thereby determining whether an exception occurs when the

application component responds to Intent. Finally, based on an error log deduplication algo-

rithm with similarity matching, errors generated by the same defect were accurately classified

into one category, reducing the workload of manual analysis. Experiments show that com-

pared with the existing cutting-edge research Hwacha, the proposed method can generate 9%

fewer test cases and discover 14% more program exceptions, and significantly reduce the

workload of manually determining error categories through the deduplication algorithm.
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i A : IntentSpec: Intent W= N - 42k F 6 i K A= i B0

il . IntentCases: Intent st i i

1. cmp = IntentSpec. cmp

2. type = IntentSpec. type /AR B I E A 28 14 ) 41 45 2

3. for act; act € {IntentSpec. actList + null}; do /K2 Action JBHE1E

4. for catList;catList € getAllCombination(IntentSpec. catList); do /M2 Category JBPEAH I BT A A& T 28

5 S = POW(4, IntentSpec. extra. size()

6 for state = 0; state << S; state + + do /T IREB R Extra 8H{EH T A HEE K

7. s = state, extralist = ListO), ind = 0

8 while s > 0 do /% R A PR G 7 ik AT S8 B S AT Exra B 1 HUE

9 if s%4 == 1 then

10. extraList. append(GetDefault(IntentSpec. extral ind ])) // 15 BRI A

11. else if s %4 == 2 then

12. extralist. append(ChangeValue(IntentSpec. extral ind ])) /58 AL

13. else if s%64 == 3 then

14. extraList. append(ChangeType(IntentSpec. extral ind])) /7 B A S

15. else

16. s = s/4, ind + + Ve %

17. end if

18. end while

19. IntentCases. append(Construct(cmp, type, act, catList, extralist)) /#TF 4044 . 2M  Action,Category F
Extrace [t BB # 3 I 7% i 2 441

20. end for

21.  end for

22. return RandomSelect(IntentCases, N)
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KA EEIR B N N com. kakao. story; 5 5 & H
W FE M & AR R A A NullPointerExceptions
5506 4 H R B R A B R 0 2 AR AL R com.
kakao. story. android. widget. Write Article Wid-
get, AAMFEARCAS A5 74 47, AT DL i ¢ §f 57 T

£ 2 Logeat KB E E

B A7 125, LS H AR B TP 2 15 A7 78 AH DG A o
R W7 2 A7 2 A DRI 4 A 1. A A AE AR st 0
K xp 0 1y H R85 Bd s R kR T IE 22504 .
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Mﬁﬁgﬁﬁlﬁu AR TETUA . B, I8 75 ZE X

XL H AT R EH AN RN ST HE R
] — 25 BRAR N T4 TAE &L

ARSCTI T — R TR K A 35 81 (on-
gest common subsequence, LCS) 5 A0 4512 H &
FHEBER EET 2HHENRKALTFFIIK
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Tab.2 Log snippets obtained by Logcat

F 35 098 JH i

RS LS

Fric H &M B

2023-04-03
1 Verbose 28423 28423
14:20:09.599

2023-04-03

Registering app com. kakao. story of send-

ers 24220010265

GCMRegistrar

Start proc 28467: com. android. webview:

sandboxed process0/u0i220 for webview

2 Info 686 705 ActivityManager ) ]
14:20:09. 685 service com. kakao . story/org. chromium.
content. app. SandboxedProcessService0
/data/user/0/com. kakao. story/cache/
2023-04-03
3 Warning 28423 28494 cr_CrashFileManager WebView/Crash Reports does not exist or

14:20:09. 750

2023-04-03

4 Error 28423 28423
14:20:09. 761
2023-04-03
5 Error 28423 28423
14:20:09. 761
2023-04-03
6 Error 28423 28423
14:20:09.761
2023-04-03
7 Info 686 1319

14:20:09. 891

AndroidRuntime

AndroidRuntime

is not a directory

Process: com. kakao. story, PID: 28423

java. lang. RuntimeException: Unable to
start receiver com. kakao. story. android.

widget. WriteArticle Widget: java. lang.

AndroidRuntime

NullPointerException: Attempt to invoke
virtual method’int java. lang. String . hash-

Code()” on a null object reference

at com. kakao. story. android. widget.
Write Article Widget. on Receive (Source-
File:74)

Process com. kakao. story (pid 28423) has
died:cch CEM

ActivityManager
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“ActivityManager: Force finishing activity” F# 4%
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B FAFER
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FR R H &R T DORER B A H B S 2%
Hikidsgk. B4 H Kl XA Ieg. HEmMm
P ] Al R S (AR SR H R B X g
FB, SR AN = H AR B BT 5 B Rl
PAH TR AR LS , A 2 — A5 H B iy B
AHEHBHALES SMUEITE. 20k
Ui X T H & A& A B BRI ] S
BB 0 OC , H 5 0GR i ] A OGRS & R S
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PRIC B 2) K LCS B35 1Y 40 B2 N5 4 9 4
o B B TR IR AT 5 40 B PR 2,
Hix2 MRHELEFRL
WiA: logion: N d4ERHE
il G RES
1. G = ({1}, {2}, {3}, s {N}}
NPV B AR 4L, — T b S 4
2. fori =1;i < N; i + + do
3. logstr[i] = convert2str(log;)
/¥ AR IR S B T A R
4. end for
5. for1<<i,j < N do /B B BN
6. les = LCScalc(logstr[i ], logstr[j])
/ST B AR R B A TR K
7. similarity = (les X 2) = (lenClogstr[i ] +

len(logstr[j 1) /RS R A A
8. if similarity > thresholds then
9. Merge G; and G, /AR L K T A
UK 57 H XA R R — 2 H &
10.  end if
11. end for

3 oM

ASCHRIE T 10 4> Android S # 85CHE 4
I H B A WF 5T /0 R IR T H Hwacha 178 3C
SCELRY iFuzzer Z 40 % HE A7 ORI 38 . 38 0 X
Eb 0 38 0 B 0 3 ) A R R B AR R R
P L,IERH iFuzzer & 4t A BE
3.1 LBiEE

SCEC IR Sy o PC MRS B 2 A
4%, PC ¥ J2& 5 17 Windows 10 #:4E R 48 .15 #
Intel Core i5-1135G7 2. 40 GHz CPU #1 16 G
RAM 5 A~ N 8 i, B 3h o & i 17 |/ &
Android 9 #4F R4 58 % e 800 CPU #1 2 GB
RAM #)FHL. PC s M 3l i 2 6] 3 1 USB %1
ISz
3.2 MABIEEIEZE

Hwacha J& H 8 AH & WF 58 H T 58 A0 X 5¢ 3% 1)
JFREIH , BT 50 4 Android I F#  EHE
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WY APKFile50 H e b 5 fe v 19 10 > 0z A4
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3.3 HRBRKILEE NS

i g XF APKFilelo %¢ 45 4 " 9 10 4
Android N FH#EAT 1 005K, 2 315 21 09 50 55 2048
LZ% 3 .,

%3 APKFilel0 LI ¥ 1R
Tab.3 APKFilel0 experimental data

Hwacha iFuzzer
N 44 ¢
3 i 1% (S SR iR [EES SR

Auction 600 32 31 1 561 8 1 1
Band 559 26 20 2 524 10 2 2
HappyPoint 520 0 0 0 285 1 1 1
HiMart 550 26 26 2 516 9 6 6
IndepCapaign 660 24 20 2 566 8 1 1
JikBang 560 36 19 1 547 4 1 1
KakaoStory 559 28 8 3 493 82 8 8
KakaoTalk 546 18 18 8 524 20 3 3
Line 578 19 19 2 578 52 26 26
Naver 560 22 10 6 584 69 9 9
JES2h 5692 231 171 27 5178 263 58 58
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Fig. 6 Distribution statistics chart of error

categories in application
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Fig. 8 Statistical chart of the deduplication accuracy after cross-testing
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