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Abstract With the widespread application of unmanned aerial vehicles (UAVs), navigation
spoofing technology has become one of the important means to deal with malicious invasion
and ensure airspace security. To this end, a comprehensive analysis of the current research
status, technical principles, and development trends of UAV navigation spoofing technology
has been conducted. Firstly, the research progress of UAV navigation spoofing technology
was deeply analyzed, classifying the technology based on different signal generation methods,
purposes, and stealthiness of implementation. Secondly, in anticipation of the development of
anti-spoofing technology., it was predicted that the confrontation between UAV navigation

spoofing and anti-spoofing, enhancement of spoofing stealth, multi-method joint spoofing.,
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cooperative applications of simulated navigation, and intelligent spoofing will become the

main development trends. Lastly, the paper proposed future prospects for precise spoofing

research on unauthorized flight targets and strengthening the legal use of navigation spoofing

technology.
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Tab.1 The development process of
UAYV navigation spoofing technology
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Fig. 1 Process of UAV navigation spoofing
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Tab. 2 Classification of signal generation methods

for UAV navigation spoofing technology
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UAYV navigation spoofing technology
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