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Adversarial robust semantic communication method
based on information bottleneck criterion constraint

ZHANG Sicheng, ZHANG Haichao, SHI Mingjia, LIN Yun"

(College of Information and Communication Engineering. Harbin Engineering University, Harbin 150001, China)

Abstract Semantic communication based on deep learning aims to convey user intentions and
semantic information, and is expected to become an important technical support for the
“endogenous intelligence” architecture of 6G network. However, the adversarial robustness
and security of semantic communication systems have not been fully studied. To this end, we
proposed an adversarial robust semantic communication method based on information
bottleneck criterion constraint. We firstly presented a semantic communication system model
and then analyzed the task-relevant and task-irrelevant features of the semantic information in
the transmitter, channel and receiver of the semantic communication system model from the
perspective of mutual information theory. While preserving the original semantic similarity,
we incorporated the information bottleneck criterion constraint to suppress the task-irrelevant
features of the intermediate representation in the decoder, thereby enhancing the adversarial
robustness of the semantic communication model. Through experiments and comprehensive
analysis, we have demonstrated the superior performance of this method in improving the

adversarial robustness of multi-level semantic communication systems based on deep
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Fig. 1 Adversarial robust semantic communication system model
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